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URL to the Qualys API Server

Qualys maintains multiple Qualys platforms. The Qualys API server URL that you should
use for API requests depends on the platform where your account is located.

Account Location API Server URL

Qualys US Platform 1 https://qualysapi.qualys.com

Qualys US Platform 2 https://qualysapi.qg2.apps.qualys.com
Qualys US Platform 3 https://qualysapi.qg3.apps.qualys.com
Qualys US Platform 4 https://qualysapi.qg4.apps.qualys.com
Qualys EU Platform 1 https://qualysapi.qualys.eu

Qualys EU Platform 2 https://qualysapi.qg?.apps.qualys.eu
Qualys India Platform 1 https://qualysapi.qgl.apps.qualys.in
Qualys Canada Platform 1 https://qualysapi.qgl.apps.qualys.ca
Qualys Private Cloud Platform https://qualysapi.<customer_base_url>

The Qualys API documentation and sample code use the API server URL for the Qualys US
Platform 1. If your account is located on another platform, please replace this URL with
the appropriate server URL for your account.
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AWS Asset Data Connector: Support for new regions

API affected /qps/rest/2.0/get/am/awsassetdataconnector/<id>
/qps/rest/2.0/create/am/awsassetdataconnector
/qps/rest/2.0/update/am/awsassetdataconnector
/qps/rest/2.0/search/am/awsassetdataconnector

New or Updated APIs Updated
DTD or XSD changes No

The Asset Management and Tagging API has been updated to support the following new
regions:

GovCloud: us-gov-east-1
China: cn-northwest-1

Bahrain: me-south-1

Sample 1: Create new AWS asset data connector for GovCloud (us-gov-east-1)

API request:

curl -u "USERNAME: PASSWORD' -H "Content-type: text/xm" -X "POST" --data-

bi nary @
"https://qual ysapi.qualys.conlgps/rest/2.0/create/ am awsasset dat a
connector" < file.xmn

Note: "file.xml" contains the request POST data.

Request POST Data:

<?xm version="1.0" encodi ng="UTF-8" ?>
<Servi ceRequest >
<dat a>
<AwsAsset Dat aConnect or >
<nane>gov- cl oud</ nane>
<activation>
<set >
<Acti vati onModul e>VI\K/ Act i vat i onModul e>
<Acti vati onModul e>PC</ Act i vat i onModul e>
</ set>
</activation>
<i sGovd oudConfi gur ed>t rue</i sGovC oudConfi gur ed>
<aut hRecor d>
<i d>134601</i d>
</ aut hRecor d>
<al | Regi ons>f al se</ al | Regi ons>
<di sabl ed>f al se</ di sabl ed>
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</ AnsAsset Dat aConnect or >
</ dat a>
</ Servi ceRequest >

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schemna- i nst ance"
xsi : noNanespaceSchenalLocati on="htt ps://qual ysapi . qual ys. conm qps/ xsd/ 2. 0/ a
n awsasset dat aconnect or . xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<AwsAsset Dat aConnect or >
<i d>149008</i d>
<nanme>gov- cl oud</ nanme>
<awsAccount | d>205767712438</ awsAccount | d>
<connect or St at e>PENDI NG</ connect or St at e>
<t ype>AWE</t ype>
<def aul t Tags>
<list/>
</ def aul t Tags>
<activation>
<list>
<Acti vati onMbdul e>VI/ Acti vat i onModul e>
<Acti vati onMbdul e>PC</ Acti vat i onModul e>
</[list>
</ activation>
<di sabl ed>f al se</ di sabl ed>
<i sGovd oudConfi gur ed>t rue</i sGovC oudConfi gur ed>
<aut hRecor d/ >
<endpoi nt s>
<list>
<AwsEndpoi nt Si npl e>
<r egi onCode>us- gov- west - 1</ r egi onCode>
<r egi onCode>us- gov- east - 1</ regi onCode>
</ AwsEndpoi nt Si npl e>
</list>
</ endpoi nt s>
<al | Regi ons>f al se</ al | Regi ons>
</ AwsAsset Dat aConnect or >
</ dat a>
</ Servi ceResponse>
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Sample 2 : Create new AWS asset data connector for China (cn-northwest-1)
Provide the new region under AwsEndpointSimple.regionCode in the request POST data.

API request:

curl -u "USERNAME: PASSWORD' -H "Content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qualys. coni gps/rest/ 2.0/ create/ am awsasset dat a
connector" < file.xm

Note: "file.xml" contains the request POST data.

Request POST Data:

<?xm version="1.0" encodi ng="UTF-8" ?>
<Servi ceRequest >
<dat a>
<AwsAsset Dat aConnect or >
<nane>cn- connl</ name>
<aut hRecor d>
<i d>132601</i d>
</ aut hRecor d>
<endpoi nt s>
<add>
<AwsEndpoi nt Si npl e>
<r egi onCode>cn-nort h- 1</ r egi onCode>
</ AwsEndpoi nt Si npl e>
<AwsEndpoi nt Si npl e>
<r egi onCode>cn- nor t hwest - 1</ r egi onCode>
</ AwsEndpoi nt Si npl e>
</ add>
</ endpoi nt s>
<i sChi naConfi gur ed>t rue</i sChi naConfi gur ed>
<di sabl ed>f al se</ di sabl ed>
</ AwsAsset Dat aConnect or >
</ dat a>
</ Servi ceRequest >

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_.Schena- i nst ance"
xsi : noNanespaceSchenalLocati on="htt ps://qual ysapi . qual ys. conf qps/ xsd/ 2. 0/ a
n aws_asset _dat a_connect or. xsd" >

<r esponseCode>SUCCESS</ r esponseCode>

<count >1</ count >

<dat a>
<AwsAsset Dat aConnect or >
<i d>136605</i d>
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<nanme>cn- connl</ name>
<awsAccount | d>205767712438</ awsAccount | d>
<connect or St at e>QUEUED</ connect or St at e>
<t ype>AWE</t ype>
<def aul t Tags>
<list/>
</ def aul t Tags>
<activation>
<list/>
</ activation>
<di sabl ed>f al se</ di sabl ed>
<i sGovCd oudConfi gur ed>f al se</i sGovCd oudConfi gur ed>
<i sChi naConf i gur ed>t r ue</ i sChi naConf i gur ed>
<aut hRecor d>
<i d>132601</i d>
<nane>chi na- aut h</ nane>
</ aut hRecor d>
<endpoi nt s>
<list>
<AwsEndpoi nt Si nmpl e>
<r egi onCode>cn-nort h- 1</ r egi onCode>
</ AwsEndpoi nt Si npl e>
<AwsEndpoi nt Si npl e>
<r egi onCode>cn- nor t hwest - 1</ r egi onCode>
</ AwsEndpoi nt Si npl e>
</list>
</ endpoi nt s>
<al | Regi ons>f al se</ al | Regi ons>
</ AwsAsset Dat aConnect or >
</ dat a>
</ Servi ceResponse>

Sample 3 : Create new AWS asset data connector for Bahrain (me-south-1)

API request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST" --data-
binary @

"https://qual ysapi.qual ys. coni gps/rest/ 2.0/ create/anl ansasset dat a
connector/" < file.xnl

Note: "file.xml" contains the request POST data.

Reguest POST Data:

<?xm version="1.0" encodi ng="UTF-8" ?>
<Servi ceRequest >
<dat a>
<AwsAsset Dat aConnect or >
<name>ARN_d obal </ nane>
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<arn>arn: aws: i am : 705355653965: r ol e/ Denp- PODs</ ar n>
<ext ernal | d></ external | d>
<al | Regi ons>true</ al | Regi ons>
<activation>
<set >
<Acti vati onModul e>VI\k/ Act i vat i onModul e>
<Act i vat i onModul e>CERTVI EW&/ Act i vat i onModul e>
</ set >
</ activation>
</ AwsAsset Dat aConnect or >
</ dat a>
</ Servi ceRequest >

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schenma- i nst ance"
Xxsi : noNanespaceSchenaLocati on="https://qual ysapi . qual ys. conf qps/ xsd/ 2. 0/ a
nl aws_asset _data_connector. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<AwsAsset Dat aConnect or >
<i d>566601</i d>
<nanme>ARN_d obal </ nanme>
<awsAccount | d>705355653965</ awsAccount | d>
<connect or St at e>QUEUED</ connect or St at e>
<t ype>AWE</t ype>
<activation>
<list>
<Act i vat i onModul e>CERTVI EW£/ Act i vat i onModul e>
<Acti vati onMbdul e>VIK/ Acti vat i onModul e>
</list>
</ activation>
<di sabl ed>f al se</ di sabl ed>
<i sGovd oudConfi gur ed>f al se</i sGovC oudConfi gur ed>
<i sChi naConfi gur ed>f al se</i sChi naConfi gur ed>
<arn>arn: aws:iam : 705355653965: r ol e/ Deno- PCDs</ ar n>
<external | d>1550261312725</ ext ernal | d>
<qual ysAwsAccount | d>383031258652</ qual ysAwsAccount | d>
<aut hRecor d/ >
<endpoi nt s>
<list>
<AwsEndpoi nt Si npl e>
<r egi onCode>us- west - 1</ r egi onCode>
</ AwsEndpoi nt Si npl e>
<AwsEndpoi nt Si npl e>
<r egi onCode>ap- nort heast - 1</ r egi onCode>
</ AwsEndpoi nt Si npl e>
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<AwsEndpoi nt Si npl e>
<r egi onCode>ne- sout h- 1</ r egi onCode>
</ AwsEndpoi nt Si npl e>
</list>
</ endpoi nt s>
<al | Regi ons>true</ al | Regi ons>
</ AwsAsset Dat aConnect or >
</ dat a>
</ Servi ceResponse>

Sample 4 : Update an AWS asset data connector to include Bahrain (me-south-1)

API request:

curl -u "USERNAME: PASSWORD' -H "Content-type: text/xm" -X "POST" --data-
bi nary @

"https://qual ysapi.qual ys. coni gps/rest/ 2. 0/ updat e/ anmf awsasset dat a

connect or/ 12345"

< file.xm

Note: "file.xml" contains the request POST data.

Request POST Data:

<?xm version="1.0" encodi ng="UTF-8" ?>
<Servi ceRequest >
<dat a>
<AwsAsset Dat aConnect or >
<name>Updat ed Nane</ nane>
<def aul t Tags>
<add>
<TagSi npl e>
<id>1</id>
</ TagSi npl e>
</ add>
</ def aul t Tags>
<endpoi nt s>
<add>
<AwsEndpoi nt Si npl e>
<r egi onCode>us- east - 1</ r egi onCode>
</ AwsEndpoi nt Si npl e>
<AwsEndpoi nt Si npl e>
<r egi onCode>ne- sout h- 1</ r egi onCode>
</ AwsEndpoi nt Si npl e>
<add>
<endpoi nt s>
</ AwsAsset Dat aConnect or >
</ dat a>
</ Servi ceRequest >
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XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanespaceSchenaLocati on="https://qual ysapi . qual ys. conf qps/ xsd/ 2. 0/ a
n awsasset dat aconnect or . xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<hasMor eRecor ds>f al se</ hasMor eRecor ds>
<dat a>
<Asset Dat aConnect or >
<i d>12345</i d>
<name>Ext er nal VPC</ nane>
<l ast Sync>2014-11- 26T08: 44: 05Z</ | ast Sync>
<lastError />
<connect or St at e>SUCCESS</ connect or St at e>
<t ype>AWE</t ype>
<def aul t Tags>
<list>
<TagSi npl e>
<id>1</id>
<nanme>EC2</ nane>
</ TagSi mpl e>
</[list>
</ def aul t Tags>
<activation>
<Act i vati onModul e>VIK/ Act i vat i onModul e>
</activation>
<di sabl ed>f al se</ di sabl ed>
<i sGovCd oudConf i gur ed>f al se</i sGovCd oudConfi gur ed>
</ Asset Dat aConnect or >
</ dat a>
</ Servi ceResponse>
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Host Asset API: Search IBM assets

API affected /qps/rest/2.0/search/am/hostasset
New or Updated APIs Updated
DTD or XSD changes No

The Asset Management and Tagging API has been updated to allow searching for IBM
assets in your account.

Input Parameters

New input parameters for IBM attributes are described below.

Parameter Description

ibmlId={value} The ID of your IBM resource.

ibmTagKey=({value} Tag key of the IBM resource.

ibmTagValue ={value} Value of the IBM resource tag.

datacenterld={value} ID of the datacenter in which the IBM resource if located.
ibmLocation={value} Name of datacenter in which the IBM resource if located.

All parameters support text input with the EQUALS operator.

Sample - Searching IBM assets in your account

API request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. coni gps/rest/ 2.0/ search/anf hostasset" <
file.xm

Note: "file.xml" contains the request POST data.

Request POST Data:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceRequest >
<filters>
<Criteria field="ibmd" operator="EQUALS">64486457</Criteria>
</[filters>
</ Servi ceRequest >

10
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XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanespaceSchenaLocati on="http://qual ysapi . qual ys. conl gps/ xsd/ 2. 0/ am
/ host asset . xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<hasMor eRecor ds>f al se</ hasMor eRecor ds>
<dat a>
<Host Asset >
<i d>1940247</i d>
<name>COMABX86- 34- 160</ nanme>
<cr eat ed>2018- 08- 22T09: 36: 57Z</ cr eat ed>
<nodi f i ed>2019- 05- 08T03: 48: 10Z</ nodi fi ed>
<t ype>HOST</t ype>
<sour cel nf o>
<list>
<| BMAsset Sour ceSi npl e>
<asset | d>1940247</ asset | d>
<type>| B/ t ype>
<i bm d>64486457</i bm d>
<l ocati on>wdc07</ | ocat i on>
<dat acenter| d>2017603</ dat acenter| d>
<devi ceNanme>&quot ; sme- cent 0s01. Qual ys-
I nc. cl oud&quot ; </ devi ceNane>
<publ i ¢Vl an>1330, 1234</ publ i cVI an>
<domai n>Qual ys- | nc. cl oud</ domai n>
<privat eVl an>1473, 1474, 1500</ pri vat eVl an>
<publ i cl pAddr ess>169. 61. 80. 147</ publ i cl pAddr ess>
<privat el pAddr ess>10. 190. 234. 100</ pri vat el pAddr ess>
</ | BMAsset Sour ceSi npl e>
<Asset Sour ce/ >
</list>
</ sour cel nf 0>
<gwebHost | d>27103</ qwebHost | d>
<l ast Syst enBoot >2018- 11- 01T18: 44: 32Z</ | ast Syst enBoot >
<l ast LoggedOnUser >r oot </ | ast LoggedOnUser >
<domai n>WORKCROUP</ donai n>
<f qdn>sme-w n01. Qual ys- 1 nc. cl oud. WORKGROUP</ f gdn>
<os>Cent OS Li nux 7.5.1804</0s>
<dnsHost Nane>sne- wi n0O1. Qual ys- | nc. cl oud</ dnsHost Nane>
<agent | nf o>
<agent Ver si on>2. 1. 0. 494</ agent Ver si on>
<agent | d>6710851f - 1d18- 4b2a- ac05- ea972e10ebb5</ agent | d>
<st at us>STATUS_ACTI VE</ st at us>
<l ast Checkedl n>2019- 05- 08T03: 48: 10Z</ | ast Checked| n>
<connect edFr on>10. 11. 66. 60</ connect edFr on
<chirpStatus>l nventory Scan Conpl et e</ chi rpSt at us>

11
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<pl at f or m>W ndows</ pl at f or >
<act i vat edMbdul e>AGENT_PC</ act i vat edMvbdul e>
<agent Confi gurati on>
<i d>10001</i d>
<nane>Suspend Sel f Pat ch</ nane>
</ agent Confi gurati on>
<acti vati onKey>
<activati onl d>28cf 22f 0- 89a4- 459c- h9ae-
bc661901c4f f </ activati onl d>
<title>Accuracy T34 PC Wndows</title>
</ activati onKey>
</ agent | nf 0>
<addr ess>10. 11. 65. 144</ addr ess>
<t r acki ngMet hod>QAGENT</ t r acki ngiet hod>
<manuf act ur er >Xen</ manuf act ur er >
<nodel >HVM domk/ nodel >
<t ot al Menor y>986</t ot al Menor y>
<ti mezone>- 05: 00</ ti nezone>
<bi osDescri pti on>Xen 4.7.5-1.21 08/13/2018</ bi osDescri pti on>
<openPort >
<list>
<Host Asset OpenPort >
<port >5353</ port >
<pr ot ocol >UDP</ pr ot ocol >
</ Host Asset OpenPort >

</list>
</ openPort >
<sof t war e>
<list>
<Host Asset Sof t war e>
<panme>cr oni e- anacr on</ nane>
<version>1.4.11-19. el 7</versi on>
</ Host Asset Sof t war e>
<Host Asset Sof t war e>
<nane>gr of f - base</ nane>
<version>1.22. 2-8. el 7</versi on>
</ Host Asset Sof t war e>

</list>
</ sof t war e>
<processor>
<list>
<Host Asset Processor >
<nane>Intel (R) Xeon(R) Gol d 6130</ nane>
<speed>2100</ speed>
</ Host Asset Processor >
</list>
</ processor >

12
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<vol une>
<list>
<Host Asset Vol une>
<nanme>/ </ nane>
<si ze>24694149120</ si ze>
<free>22382100480</free>
</ Host Asset Vol une>

</[list>
</ vol une>
<account >
<list>
<Host Asset Account >
<user nane>r oot </ user nane>
</ Host Asset Account >

</list>
</ account >
<net wor kl nt er f ace>
<list>
<Host Asset | nt er f ace>
<i nterfaceNane>et hl</i nt erf aceNane>
<nacAddr ess>06: d2: 2b: 49: 8d: 9e</ macAddr ess>
<t ype>LOCAL</t ype>
<addr ess>f €80: 0: 0: 0: 4d2: 2bf f: f e49: 8d9e</ addr ess>
<gat ewayAddr ess>169. 61. 80. 145</ gat ewayAddr ess>
</ Host Asset I nterface>

</list>
</ networkl nterface>
<i sDocker Host >f al se</i sDocker Host >
</ Host Asset >
</ dat a>
</ Servi ceResponse>

13
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SAQ - New Campaign API

API affected /qps/rest/1.0/count/sag/questionnairecampaign/ [GET][POST]
/qps/rest/1.0/search/sag/questionnairecampaign/ [POST]
/qps/rest/1.0/get/sag/questionnairecampaign/<id> [GET]
/qps/rest/1.0/status/sag/questionnairecampaign/<id> [GET]
/qps/rest/1.0/create/sag/questionnairecampaign/ [POST]
/qps/rest/1.0/update/sag/questionnairecampaign/<id> [POST]
/qps/rest/1.0/delete/sag/questionnairecampaign/<id> [POST]
/qps/rest/1.0/launch/sag/questionnairecampaign/<id> [POST]
/qps/rest/1.0/complete/sag/questionnairecampaign/<id> [POST]
/qps/rest/1.0/cancel/sag/questionnairecampaign/<id> [POST]
/gps/rest/1.0/summary/sag/questionnairecampaign/ [POST]

New or Updated APIs New
DTD or XSD changes New

API affected /qps/rest/1.0/search/sag/questionnaire
New or Updated APIs New
DTD or XSD changes New

Introducing 2 new APIs for SAQ:
1) Questionnaire Campaign API
https://<baseurl>/qps/rest/1.0/{action}/sag/questionnairecampaign

This API will give the list of campaigns to the authorized user. Currently, we support these
actions for the campaign: search, count, view status, create, delete, update, launch,
complete, cancel, view summary and get details of a campaign.

2) Questionnaire API
https://<baseurl>/qps/rest/1.0/{action}/sag/questionnaire
This API will give the list of questionnaires for the campaigns to the authorized user.

The updated Qualys Security Assessment Questionnaire API User Guide will be provided
at the time of release. This guide has complete details and samples to help you with using
the SAQ API.
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Search Campaign

Search for a campaign(s) using specified filters.

Permissions - User must have the Security Assessment Questionnaire (SAQ) module
enabled, User must have “API ACCESS” permission, Output includes campaigns within the
API user's scope. Campaign must be within the API user's scope.Input Parameters

Element Description

id (Long) (Optional) Id of the campaign. Supports "EQUALS" and "IN"
operators. For example, <Criteria field="id"
operator="EQUALS">1234</Criteria>

name (string) (Optional) name of the campaign. Supports "EQUALS" and
"CONTAINS" operators. For example, <Criteria field="name"
operator="EQUALS">campaign 1</Criteria>

status (string) (Optional) Status of the campaign. The values are ACTIVE,
INACTIVE, COMPLETE, CANCELED. Supports "EQUALS" and "IN"
operators. For example, <Criteria field="status"
operator="EQUALS">ACTIVE</Criteria>

workflowType (string) (Optional) Workflow type of the campaign. The values are

VERY_HIGH, HIGH, MEDIUM, LOW. Supports "EQUALS" and "IN"
operators. For example, <Criteria field="workflow Type"
operator="EQUALS">LOW</Criteria>

API request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys.coni gps/rest/ 1. 0/ search/ saqg/ questi onnai r ecanpai
gn/"<file.xm

Note: "file.xml" contains the request POST data.

Request POST Data:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceRequest >
<filters>
<Criteria field="nanme" operator="EQUALS">NCSC Basi ¢ Cyber Security
Controls (BCSC) Version 1.0</Criteria>
</filters>
</ Servi ceRequest >
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<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xsi : noNanespaceSchenaLocati on="http://qual ysapi . qual ys. conf qps/ xsd/ 1. 0/ sa
g/ quest i onnai r ecanpai gn. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<hasMor eRecor ds>f al se</ hasMor eRecor ds>

<dat a>

<Quest i onnai r eCanpai gn>

1. 0</ nane>

1. 0</ name>

<i d>565002</i d>
<name>NCSC Basi ¢ Cyber Security Controls (BCSC) Version

<wor kf I owType>S| MPLE</ wor kf | owType>
<st at us>CANCELED</ st at us>
<comment s>deno api cancel </comments>
<creat ed>2018- 12- 10T04: 58: 50Z</ cr eat ed>
<updat ed>2019- 09- 25T10: 45: 26Z</ updat ed>
<l aunchDat €>2018- 12- 10T04: 58: 57Z</ | aunchDat e>
<t enpl at e>
<i d>624001</i d>
<name>NCSC Basi ¢ Cyber Security Controls (BCSC) Version

<questi onCnt >135</ questi onCnt >
</tenpl ate>
<user >
<i d>70596886</ i d>
<uui d>3d124658- 8f 4f - 771d- 806d- 1e18a04alacf </ uui d>
<firstName>api - user </ first Nane>
<l ast Name>api - user </ | ast Name>
<emui | Addr ess>user @mai | . conx/ enmi | Addr ess>
<user Nane>user </ user Nane>
<title>dev</title>

<t ags>
<Tag>
<i d>101271291</i d>
<nane>Unassi gned Busi ness Unit </ name>
</ Tag>
</tags>
</ user>

<canpai gnNoti fi cati on>

<rem nder Noti fication>
<enabl ed>f al se</ enabl ed>
<interval >1</interval >
<nof Days>1</ noCf Days>

</rem nder Noti fication>

<overdueNoti fication>
<enabl ed>f al se</ enabl ed>
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<interval >1</interval >
<nof Days>1</ noCf Days>
</ overdueNoti fication>
<dueDat eNot i fi cati on>
<enabl ed>f al se</ enabl ed>
<i nterval >1</interval >
<noCf Days>1</ noCf Days>
</ dueDat eNot i fi cati on>
</ canpai gnNot i fi cati on>
</ Quest i onnai r eCanpai gn>
</ dat a>
</ Servi ceResponse>

Count Campaign
Show total count of campaigns.

Permissions - User must have the Security Assessment Questionnaire (SAQ) module
enabled, User must have “API ACCESS”, “Access SAQ module” permissions. Campaign
must be within the API user's scope.

Input Parameters

Element Description

id (Long) (Optional) Id of the campaign. Supports "EQUALS" and "IN"
operators. For example, <Criteria field="id"
operator="EQUALS">1234</Criteria>

name (string) (Optional) name of the campaign. Supports "EQUALS" and
"CONTAINS" operators. For example, <Criteria field="name"
operator="EQUALS">campaign 1</Criteria>

status (string) (Optional) Status of the campaign. The values are ACTIVE,
INACTIVE, COMPLETE, CANCELED. Supports "EQUALS" and "IN"
operators. For example, <Criteria field="status"
operator="EQUALS">ACTIVE</Criteria>

workflowType (string) (Optional) Workflow type of the campaign. The values are
SIMPLE, REVIEWABLE, FULL. Supports "EQUALS" and "IN"
operators. For example, <Criteria field="workflowType"
operator="EQUALS">FULL</Criteria>
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API request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. coni gps/rest/ 1.0/ count/saqg/ questi onnairecanpaig
n/"<file.xm

Note: "file.xml" contains the request POST data.

Request POST Data:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceRequest >
<filters>
<Criteria field="status" operator="EQALS'>COWLETE</Criteria>
</[filters>
</ Servi ceRequest >

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>

<Servi ceResponse xm ns: xsi ="http://ww. w3. org/ 2001/ XM_.Schema- i nst ance"

xsi : noNanespaceSchenalLocati on="htt p://qual ysapi . qual ys. conf qps/ xsd/ 1. 0/ sa
g/ quest i onnai r ecanpai gn. xsd" >

<r esponseCode>SUCCESS</ r esponseCode>

<count >35</ count >

</ Servi ceResponse>

Get Campaign Details
Get the details of a campaign.

Permissions - User must have the Security Assessment Questionnaire (SAQ) module
enabled, User must have “API ACCESS” permission, Output includes campaigns within the
API user's scope. Campaign must be within the API user's scope.

Input Parameters

Element Description
id (Long) (Required) Id of the campaign.

API request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "CGET"
--data-binary @

"https://qual ysapi.qualys. coni gps/rest/ 1.0/ get/saq/ questionnairecanpai gn/
640002"
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XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
Xxsi : noNanespaceSchenaLocati on="http://qual ysapi . qual ys. coni qps/ xsd/ 1. 0/ sa
g/ quest i onnai r ecanpai gn. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<Quest i onnai r eCanpai gn>
<i d>640002</i d>
<name>Test - Canpai gn- KT</ nane>
<wor kf | owType>FULL</ wor kf | owType>
<st at us>COVPLETE</ st at us>
<cr eat ed>2019- 02- 01T05: 47: 16Z</ cr eat ed>
<updat ed>2019- 02- 01T05: 47: 50Z</ updat ed>
<l aunchDat €>2019- 02- 01T05: 47: 50Z</ | aunchDat e>
<t enpl at e>
<i d>722010</i d>
<nane>Test - Tenpl at e- KT</ nane>
<questi onCnt >19</ questi onCnt >
</tenpl at e>
<user >
<i d>70596886</i d>
<uui d>3d124658- 8f 4f - 771d- 806d- 1el8a04alacf </ uui d>
<first Name>j ohn</first Name>
<| ast Name>doe</ | ast Nane>
<enmi | Addr ess>user @mai | . conx/ emai | Addr ess>
<user Nane>user </ user Nane>
<title>QA</title>

<t ags>
<Tag>
<i d>101271291</i d>
<name>Unassi gned Busi ness Unit </ name>
</ Tag>
</tags>
</ user>

<revi ewer >
<i d>71077391</i d>
<uui d>831b7266- 08f 5- 4a10- af dd- ab9453075355</ uui d>
<first Name>api - user </ first Name>
<| ast Nanme>api - user </ | ast Nanme>
<conpany>af ko</ conpany>
<emmi | Addr ess>user @nui | . conx/ ermai | Addr ess>
<user Nanme>user </ user Nane>
<title>reviewer</title>

</revi ener>

<approver >
<i d>89375990</ i d>
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<uui d>76f cec21-f 674- 4el17- a868- 801f 7a92c35c</ uui d>
<firstName>j ohn</first Nane>
<| ast Nanme>doe</ | ast Nanme>
<conpany>af ko</ conpany>
<emui | Addr ess>user @mai | . conx/ enui | Addr ess>
<user Nanme>user </ user Nane>
</ approver>
<canpai gnNoti fi cati on>
<rem nder Noti ficati on>
<enabl ed>f al se</ enabl ed>
<i nterval >1</interval >
<nof Days>1</ noCf Days>
</rem nder Noti fication>
<overdueNoti fication>
<enabl ed>f al se</ enabl ed>
<interval >1</interval >
<noCf Days>1</ noCf Days>
</ overdueNoti fication>
<dueDat eNot i fi cati on>
<enabl ed>f al se</ enabl ed>
<interval >1</interval >
<noCf Days>1</ noCf Days>
</ dueDat eNot i fi cati on>
</ canpai gnNoti fi cati on>
</ Quest i onnai r eCanpai gn>
</ dat a>
</ Servi ceResponse>

Get Campaign Status
Get the status of a campaign.

Permissions - User must have the Security Assessment Questionnaire (SAQ) module
enabled, User must have “API ACCESS” permission, Output includes campaigns within the
API user's scope. Campaign must be within the API user's scope.

Input Parameters

Element Description
id (Long) (Required) Id of the campaign.

API request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "CGET"
--data-binary @

"https://qual ysapi.qual ys. coni gps/rest/ 1. 0/ status/sag/ questi onnai r ecanpai
gn/ 640002"
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XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
Xxsi : noNanespaceSchenaLocati on="http://qual ysapi . qual ys. coni qps/ xsd/ 1. 0/ sa
g/ quest i onnai r ecanpai gn. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<Quest i onnai r eCanpai gn>
<i d>926001</i d>
<name>Denp- canpai gn- api - 1</ nane>
<st at us>ACTI| VE</ st at us>
</ Quest i onnai r eCanpai gn>
</ dat a>
</ Ser vi ceResponse>

Create Campaign

Create a new campaign.

Permissions - User must have the Security Assessment Questionnaire (SAQ) module
enabled, User must have “API ACCESS”, “Access SAQ module”, and “Questionnaire
Campaign Create” permissions.

Input Parameters

Element Description

name (Text) (Required) Name of the campaign.

template.id (Long) (Required) ID of the template that is used for creating the
campaign.

due date (Date) (Required) Due date for the recipients to complete the
campaign.

reviewer.id (Long) (Optional) ID of the campaign reviewer. Required if the
workflow type is Reviewable or Full.

approver.id (Long) (Optional) ID of the approver. Required if the workflow type is
Full.

campaignNotification List of notification types for the campaign (reminder, due date

and overdue.
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Description

workflowType (Text)

(Required) Workflow type of the campaign. The values are:
SIMPLE, REVIEWABLE and FULL.

- SIMPLE - When specified the campaign gets completed in two
stages. The campaign is sent to the specified recipients and
responses are collected from the recipients.

- REVIEWABLE - The campaign gets completed in three stages.
The first two stages are similar to the Simple workflow. In the
third stage the collected responses are sent to a specified
reviewer for review.

FULL- The campaign gets completed in four stages. The first
three stages are similar to Reviewable workflow. In the fourth
stage the reviewed responses are sent to a specified approver
for approval. After approver’s approval, the campaign gets
completed.

reminderNotification.enabled
(Boolean)

(Optional) True if notification enabled flag is set to true for the
campaign.

reminderNotification.noOfDays
(Integer)

(Optional) Number of days after which first reminder
notification will be sent.

reminderNotification.interval
(Integer)

(Optional) The interval in days after which next reminder
notification will be sent.

dueDateNotification.enabled
(Boolean)

(Optional) True if due date notification enabled flag is set to
true for the campaign.

dueDateNotification.noOfDays
(Integer)

(Optional) Number of days after which first reminder
notification for due date of campaign will be sent.

dueDateNotification.interval
(Integer)

(Optional) The interval in days after which the next reminder
notification for campaign due date will be sent.

overdueNotification.enabled
(Boolean)

(Optional) True if overdue notification enabled flag is set to
true for the campaign.

overdueNotification.noOfDays
(Integer)

(Optional) Number of days after which first reminder
notification for campaign getting overdue will be sent.

overdueNotification.interval
(Integer)

(Optional) The interval in days after which the next reminder
notification for campaign getting overdue will be sent.
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APl request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST
--data-binary @

"https://qual ysapi.qual ys. coni gps/rest/ 1.0/ create/sag/ questi onnai r ecanpai
gn/" <file.xm

Note: "file.xml" contains the request POST data.

Reguest POST Data:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceRequest >
<dat a>
<Quest i onnai r eCanpai gn>
<nane>Test APl denp 1</ nane>
<t enpl at e>
<i d>122601</i d>
</tenpl ate>
<wor kf | owType>REVI EWABLE</ wor kf | owType>
<dueDat €>2019- 09- 28T17: 08: 00Z</ dueDat e>
<r evi ewer >
<i d>352088</i d>
</revi ener>
<canpai gnNoti fi cati on>
<rem nder Noti fication>
<enabl ed>t r ue</ enabl ed>
<i nterval >2</interval >
<noCf Days>2</ noOf Days>
</rem nder Notification>
<overdueNotification>
<enabl ed>f al se</ enabl ed>
</ overdueNoti fication>
</ canpai gnNot i fi cati on>
</ Quest i onnai r eCanpai gn>
</ dat a>
</ Servi ceRequest >

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanespaceSchenalLocati on="htt p://qual ysapi . qual ys. coni qps/ xsd/ 1. 0/ sa
g/ quest i onnai r ecanpai gn. xsd" >

<r esponseCode>SUCCESS</ r esponseCode>

<count >1</ count >

<dat a>

<Quest i onnai r eCanpai gn>
<i d>120802</i d>
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<nane>Test APl denp 1</ nane>
<wor kf | owType>REVI EWABLE</ wor kf | owType>
<st at us>l NACTI VE</ st at us>
<dueDat €>2019- 09- 28T17: 08: 00Z</ dueDat e>
<cr eat ed>2019- 09- 25T10: 24: 16Z</ cr eat ed>
<updat ed>2019- 09- 25T10: 24: 16Z</ updat ed>
<t enpl at e>
<i d>122601</i d>
</tenpl ate>
<user >
<i d>337590</i d>
</ user>
<revi ewer >
<i d>352088</i d>
</revi ener>
<canpai gnNoti fi cati on>
<rem nder Noti fication>
<enabl ed>t r ue</ enabl ed>
<i nterval >2</interval >
<noCf Days>2</ noOX Days>
</rem nder Notification>
<overdueNotification>
<enabl ed>f al se</ enabl ed>
<i nterval >1</interval >
<noCf Days>1</ noCf Days>
</ overdueNoti ficati on>
<dueDat eNoti fi cati on>
<enabl ed>f al se</ enabl ed>
<i nterval >1</interval >
<noCf Days>1</ noCf Days>
</ dueDat eNot i fi cati on>
</ canpai gnNot i fi cati on>
</ Quest i onnai r eCanpai gn>
</ dat a>
</ Servi ceResponse>

24

Qualys Cloud Platform v2.x
SAQ - New Campaign API



Update Campaign

Update a campaign.

Qualys Cloud Platform v2.x
SAQ - New Campaign API

Permissions - User must have the Security Assessment Questionnaire (SAQ) module
enabled, User must have “API ACCESS” permission, Output includes users within the API

user's scope.

Input Parameters

Element

Description

id (Long)

(Required) Name of the campaign.

name (Text)

(Optional) Name of the campaign.

template.id (Long)

(Optional) ID of the template that is used for creating the
campaign.

workflowType (String)

(Optional) Workflow type of the campaign. The values are:
SIMPLE, REVIEWABLE and FULL.

- SIMPLE - When specified the campaign gets completed in two
stages. The campaign is sent to the specified recipients and
responses are collected from the recipients.

- REVIEWABLE - The campaign gets completed in three stages.
The first two stages are similar to the Simple workflow. In the
third stage the collected responses are sent to a specified
reviewer for review.

FULL- The campaign gets completed in four stages. The first
three stages are similar to Reviewable workflow. In the fourth
stage the reviewed responses are sent to a specified approver
for approval. After approver’s approval, the campaign gets
completed.

due date (Date)

(Optional) Due date for the recipients to complete the
campaign.

reviewer.id (Long)

(Optional) ID of the campaign reviewer. Required if the
workflow type is Reviewable or Full.

approver.id (Long)

(Optional) ID of the approver. Required if the workflow type is
Full.

campaignNotification

List of notification types for the campaign (reminder, due date
and overdue.

reminderNotification.enabled
(Boolean)

(Optional) True if notification enabled flag is set to true for the
campaign.

reminderNotification.noOfDays
(Integer)

(Optional) Number of days after which first reminder
notification will be sent.
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Description

reminderNotification.interval
(Integer)

(Optional) The interval in days after which next reminder
notification will be sent.

dueDateNotification.enabled
(Boolean)

(Optional) True if due date notification enabled flag is set to
true for the campaign.

dueDateNotification.noOfDays
(Integer)

(Optional) Number of days after which first reminder
notification for due date of campaign will be sent.

dueDateNotification.interval
(Integer)

(Optional) The interval in days after which the next reminder
notification for campaign due date will be sent.

overdueNotification.enabled
(Boolean)

(Optional) True if overdue notification enabled flag is set to
true for the campaign.

overdueNotification.noOfDays
(Integer)

(Optional) Number of days after which first reminder
notification for campaign getting overdue will be sent.

overdueNotification.interval
(Integer)

(Optional) The interval in days after which the next reminder
notification for campaign getting overdue will be sent.

API request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"

--data-binary @

"https://qual ysapi.qual ys. coni gps/rest/ 1. 0/ updat e/ sag/ questi onnai r ecanpai

gn/" <file.xm

Note: "file.xml" contains the request POST data.

Request POST Data:

<?xm version="1.0" encodi ng="UTF-8"?>

<Servi ceRequest >
<dat a>

<Quest i onnai r eCanpai gn>
<i d>120802</i d>
<wor kf I owType>FULL</ wor kf | owType>

<appr over >

<i d>352088</i d>

</ approver>

<revi ewer >

<i d>352088</i d>

</ reviewer >
<r eci pi ent s>

<add>

<User >

<i d>339590</i d>
<assi gned>New </ assi gned>

</ User >
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<User >
<i d>339591</i d>
<assi gned>New </ assi gned>
</ User >
</ add>
</recipi ents>
<canpai gnNoti fi cati on>
<overdueNoti fication>
<enabl ed>t r ue</ enabl ed>
<interval >1</interval >
<nof Days>5</ noCf Days>
</ overdueNoti fication>
<dueDat eNot i fi cati on>
<enabl ed>f al se</ enabl ed>
</ dueDat eNoti fi cati on>
</ canpai gnNoti fi cati on>
</ Quest i onnai r eCanpai gn>
</ dat a>
</ Servi ceRequest >

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schenma- i nst ance"
Xsi : noNanespaceSchenmaLocati on="http:// qual ysapi . qual ys. coni qps/ xsd/ 1. 0/ sa
g/ quest i onnai r ecanpai gn. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<Quest i onnai r eCanpai gn>
<i d>120802</i d>
<name>Test APl deno 1</nane>
<wor kf I owType>FULL</ wor kf | owType>
<st at us>| NACTI VE</ st at us>
<dueDat e>2019- 09- 28T17: 08: 00Z</ dueDat e>
<creat ed>2019- 09- 25T10: 24: 16Z</ cr eat ed>
<updat ed>2019- 09- 25T10: 26: 56Z</ updat ed>
<t enpl at e>
<i d>122601</i d>
</tenpl at e>
<user >
<i d>337590</i d>
</ user>
<r evi ewer >
<i d>352088</i d>
</revi ewer>
<approver >
<i d>352088</i d>
</ approver >
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<canpai gnNoti fi cati on>

<rem nder Noti ficati on>
<enabl ed>t r ue</ enabl ed>
<interval >2</interval >
<nof Days>2</ noCf Days>

</rem nderNotification>

<overdueNoti fication>
<enabl ed>t r ue</ enabl ed>
<interval >1</interval >
<noCf Days>5</ noCf Days>

</ overdueNoti fication>

<dueDat eNoti fi cati on>
<enabl ed>f al se</ enabl ed>
<interval >1</interval >
<nof Days>1</ noCf Days>

</ dueDat eNot i fi cati on>

</ canpai gnNot i fi cati on>
</ Quest i onnai r eCanpai gn>
</ dat a>
</ Servi ceResponse>

Delete Campaign
Delete a campaign.

Permissions - User must have the Security Assessment Questionnaire (SAQ) module
enabled, User must have “API ACCESS”, “Access SAQ module”, and “Questionnaire
Campaign Delete” permissions. Campaign must be within the API user's scope.

Input Parameters.

Element Description
id (Long) (Required) Id of the campaign.

APl request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"

--data-binary @
"https://qual ysapi.qual ys. coni gps/rest/ 1. 0/ del et e/ sag/ quest i onnai r ecanpai

gn/ 952401"

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schema- i nst ance"
xsi : noNanespaceSchenmaLocati on="htt p://qual ysapi . qual ys. conf qps/ xsd/ 1. 0/ sa
g/ quest i onnai r ecanpai gn. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
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<count >1</ count >
<dat a>
<Quest i onnai r eCanpai gn>
<i d>952401</i d>
</ Quest i onnai r eCanpai gn>
</ dat a>
</ Ser vi ceResponse>

Launch Campaign
Launch a new campaign. You can launch only campaign that are inactive.

Permissions - User must have the Security Assessment Questionnaire (SAQ) module
enabled, User must have “API ACCESS”, “Access SAQ module”, and “Questionnaire
Campaign Launch” permissions. Campaign must be within the API user's scope.

Input Parameters.

Element Description
id (Long) (Required) Id of the campaign.

API request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. conl gps/rest/ 1.0/l aunch/ sag/ quest i onnai r ecanpai
gn/ 640002"

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_.Schena- i nst ance"
xsi : noNanespaceSchenalLocati on="http://qual ysapi . qual ys. conl qps/ xsd/ 1. 0/ sa
g/ quest i onnai r ecanpai gn. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<Quest i onnai r eCanpai gn>
<i d>640002</i d>
<name>Test - Canpai gn- KT</ nanme>
<wor kf I owType>FULL</ wor kf | owType>
<st at us>COVPLETE</ st at us>
<cr eat ed>2019- 02- 01T05: 47: 16Z</ cr eat ed>
<updat ed>2019- 02- 01T05: 47: 50Z</ updat ed>
<l aunchDat €>2019- 02- 01T05: 47: 50Z</ | aunchDat e>
<t enpl at e>
<i d>722010</i d>
<nane>Test - Tenpl at e- KT</ nane>
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<questi onCnt >19</ quest i onCnt >
</tenpl ate>
<user >
<i d>70596886</ i d>
<uui d>3d124658- 8f 4f - 771d- 806d- 1el8a04alacf </ uui d>
<first Name>api - user </ first Nane>
<l ast Nanme>api - user </ | ast Name>
<enmmi | Addr ess>user @nmi | . conx/ emai | Addr ess>
<user Name>user </ user Nane>
<title>dev</title>

<t ags>
<Tag>
<i d>101271291</i d>
<name>Unassi gned Busi ness Unit </ name>
</ Tag>
</tags>
</ user>

<revi ewer >
<i d>71077391</i d>
<uui d>831b7266- 08f 5- 4a10- af dd- ab9453075355</ uui d>
<firstName>api - user </ first Nane>
<l ast Name>api - user </ | ast Name>
<conpany>af ko</ conpany>
<emui | Addr ess>user @mai | . conx/ enui | Addr ess>
<user Nanme>user </ user Nane>
<title>reviewer</title>
</revi ener>
<approver >
<i d>89375990</i d>
<uui d>76f cec21-f 674- 4e17- a868- 801f 7a92c35c</ uui d>
<first Name>j ohn</first Nane>
<l ast Nanme>doe</ | ast Nanme>
<conpany>af ko</ conpany>
<emai | Addr ess>user @nuai | . conk/ enai | Addr ess>
<user Nane>user </ user Nane>
</ approver >
<canpai gnNoti fi cati on>
<rem nder Noti ficati on>
<enabl ed>f al se</ enabl ed>
<i nterval >1</interval >
<nof Days>1</ noCf Days>
</rem nderNotification>
<overdueNoti fication>
<enabl ed>f al se</ enabl ed>
<interval >1</interval >
<noCf Days>1</ noCf Days>
</ overdueNoti fication>
<dueDat eNoti fi cati on>
<enabl ed>f al se</ enabl ed>
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<i nterval >1</interval >
<nof Days>1</ noCf Days>
</ dueDat eNot i fi cati on>
</ canpai gnNoti fi cati on>
</ Quest i onnai r eCanpai gn>
</ dat a>
</ Ser vi ceResponse>

Complete Campaign
Mark a campaign complete. Only active campaigns can be marked complete.

Permissions - User must have the Security Assessment Questionnaire (SAQ) module
enabled, User must have “API ACCESS”, “Access SAQ module”, and “Questionnaire
Campaign Complete” permissions. Campaign must be within the API user's scope.

Input Parameters

Element Description
id (Long) (Required) Id of the campaign.

API request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. coni gps/rest/ 1. 0/ conpl et e/ saq/ questi onnai r ecanp
ai gn/ 684001"

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_.Schena- i nst ance"
xsi : noNanespaceSchenalLocat i on="qual ysapi . qual ys. coni qps/ xsd/ 1. 0/ saqg/ quest
i onnai r ecanpai gn. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<Quest i onnai r eCanpai gn>
<i d>684001</i d>
<name>Test 10_vi nod</ nane>
<st at us>COVPLETE</ st at us>
</ Quest i onnai r eCanpai gn>
</ dat a>
</ Servi ceResponse>
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Cancel Campaign
Mark a campaign cancelled. Only active campaigns can be marked cancelled.

Permissions - User must have the Security Assessment Questionnaire (SAQ) module
enabled, User must have “API ACCESS”, “Access SAQ module”, and “Questionnaire
Campaign Cancel” permissions. Campaign must be within the API user's scope.

Input Parameters

Element Description
id (Long) (Required) Id of the campaign.
comments (Text) (Required) Comments for cancelling the campaign.

API request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. coni gps/rest/ 1.0/ cancel / sag/ questi onnai r ecanpai
gn/ 565002"

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xsi : noNanespaceSchenmaLocati on="htt p:// qual ysapi . qual ys. conif qps/ xsd/ 1. 0/ sa
g/ quest i onnai r ecanpai gn. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<Quest i onnai r eCanpai gn>
<i d>565002</i d>
<name>NCSC Basi ¢ Cyber Security Controls (BCSC) Version
1. 0</ nane>
<st at us>CANCELED</ st at us>
</ Quest i onnai r eCanpai gn>
</ dat a>
</ Servi ceResponse>
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View Campaign Summary
View the details of a campaign.

Permissions - User must have the Security Assessment Questionnaire (SAQ) module
enabled, User must have “API ACCESS”, “Access SAQ module”, and “Questionnaire
Campaign View” permissions. Campaign must be within the API user's scope.

Input Parameters

Element Description

id (Long) (Required) Id of the campaign.

API request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qualys.conlgps/rest/ 1.0/ summary/ saq/ questi onnai r ecanpa
i gn/ 684001"

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanespaceSchenmaLocati on="http://qual ysapi . qual ys. coni qps/ xsd/ 1. 0/ sa
g/ quest i onnai r ecanpai gn. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<Quest i onnai r eCanpai gn>
<name>Canpai gn_RevBP</ nane>
<wor kf | owType>REVI EWABLE</ wor kf | owType>
<t enpl at e>
<nanme>ASQre</ nanme>
</tenpl at e>
<revi ewer >
<i d>71077391</i d>
<user Nane>r evi ewer . r. 39b9xw@ual ys</ user Nane>
</revi ewner>
<summary>
<count >2</ count >
<list>
<Quest i onnai r eSunmmar y>
<st at e>Cl osed</ st at e>
<val ue>1</val ue>
</ Quest i onnai r eSunmar y>
<Quest i onnai r eSunmmar y>
<state>ln Progress</state>
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<val ue>1</ val ue>
</ Quest i onnai r eSunmar y>

</[list>
</ sunmary>

</ Quest i onnai r eCanpai gn>

</ dat a>

</ Servi ceResponse>

Search Questionnaires

Search questionnaires of a campaign.

Permissions - User must have the Security Assessment Questionnaire (SAQ) module
enabled, User must have “API ACCESS”, “Access SAQ module”, and “Questionnaire
Campaign” permissions. Campaign must be within the API user's scope.

Input Parameters

Element

Description

id (Long)

(Optional) Id of the questionnaire. Supports "EQUALS" and "IN"
operators. For example, <Criteria field="id"
operator="EQUALS">1234</Criteria>

campaign.id (Long)

(Optional) Id of the campaign. Supports "EQUALS" and "IN"
operators. For example, <Criteria field="campaign.id"
operator="EQUALS">4527</Criteria>

state (string)

(Optional) State of the questionnaire. The values are
INFORMATION_GATHERING, APPROVAL, REVIEW, CANCELED,
INCOMPLETE, CLOSED.

Supports "EQUALS" and "IN" operators. For example, <Criteria
field="state" operator="EQUALS">REVIEW</Criteria>

risk (string)

(Optional) Risk value assigned to the questionnaire. The values
are VERY_HIGH, HIGH, MEDIUM, LOW.

Supports "EQUALS" and "IN" operators. For example, <Criteria
field="risk" operator="LOW">REVIEW</Criteria>

API request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"

--data-binary @

"https://qual ysapi.qual ys. conlgps/rest/ 1.0/ search/sag/ questionnaire/"
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Request POST Data:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceRequest >
<filters>
<Criteria field="state" operator="EQIALS">APPROVAL</Criteria>
</filters>
</ Servi ceRequest >

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanespaceSchenaLocati on="http://qual ysapi . qual ys. coni qps/ xsd/ 1. 0/ sa
g/ questi onnai re. xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >2</ count >
<hasMor eRecor ds>f al se</ hasMor eRecor ds>
<dat a>
<Questionnaire>
<i d>707802</i d>
<titl e>Test-canpai gn-denol - responder r</title>
<dueDat e>2019- 02- 22T00: 00: 00Z</ dueDat e>
<assi gnedDat €>2019- 02- 12T06: 31: 48Z</ assi gnedDat e>
<cr eat edBy>
<i d>70596886</i d>
<uui d>3d124658- 8f 4f - 771d- 806d- 1el8a04alacf </ uui d>
<first Name>api - user </ first Name>
<| ast Nanme>api - user </ | ast Nane>
<conpany>af ko</ conpany>
<enmi | Addr ess>user @mai | . conx/ emai | Addr ess>
<user Nanme>user </ user Nane>
<title>QA</title>

<t ags>
<Tag>
<i d>101271291</i d>
<name>Unassi gned Busi ness Unit </ name>
</ Tag>
</tags>

</ cr eat edBy>
<updat edBy>
<i d>89375990</ i d>
<uui d>76f cec21-f674-4el17- a868- 801f 7a92¢35c</ uui d>
<first Name>api - user </ first Name>
<| ast Nanme>api - user </ | ast Nanme>
<conpany>af ko</ conpany>
<emai | Addr ess>user @nmi | . conx/ emai | Addr ess>
<user Nanme>user </ user Nane>
<title>dev</title>
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</ updat edBy>

<assi gnedTo>
<i d>89375990</i d>
<uui d>76f cec21-f 674- 4e17- a868- 801f 7a92c35c</ uui d>
<firstName>j ohn</first Name>
<l ast Name>doe</ | ast Nane>
<conpany>af ko</ conpany>
<enmmi | Addr ess>user @nmi | . conx/ emai | Addr ess>
<user Name>user </ user Nane>

</ assi gnedTo>

<r esponder >
<i d>71077390</i d>
<uui d>97318a7b- 85a8- 466d- 8071- 597cde68elb4</ uui d>
<first Nane>r esonder 1</ fir st Nane>
<l ast Nanme>doe</ | ast Name>
<conpany>af ko</ conpany>
<emui | Addr ess>user @mai | . conx/ enmi | Addr ess>
<user Nanme>user </ user Nane>
<title>responder</title>

</ responder >

<ori gi nal Assi gnedTo>
<i d>71077390</i d>
<uui d>97318a7b- 85a8- 466d- 8071- 597cde68elb4</ uui d>
<firstName>r esponder 1</ fir st Name>
<l ast Nane>doe</ | ast Nanme>
<conpany>af ko</ conpany>
<enmi | Addr ess>user @nmi | . conx/ emai | Addr ess>
<user Nane>user </ user Nane>
<title>tagl</title>

</ ori gi nal Assi gnedTo>

<canpai gn>
<i d>656002</i d>

</ canpai gn>

<maxPossi bl eScor e>0</ maxPossi bl eScor e>

<scor e>0</ score>

<st at e>APPROVAL</ st at e>

<progr ess>
<t ot al >14</total >
<unanswer ed>0</ unanswer ed>
<answer ed>14</ answer ed>
<del egat ed>0</ del egat ed>
<gaaccept edQuesti ons>14</ qaaccept edQuesti ons>

</ progress>

</ Questi onnaire>
</ dat a>
</ Servi ceResponse>

36



Qualys Cloud Platform v2.x
WAS: Tag Details in Web App API

WAS: Tag Details in Web App API

API affected /qps/rest/3.0/search/was/webapp [POST]
New or Updated APIs Updated API
DTD or XSD changes Yes

With introduction of new optional parameter for Web Applications API, you can now also
view the list of tags (and not just count of tags) associated with the web application.

Permissions
- The user must have the WAS module enabled.
- The "API Access" and "Access WAS module" permissions must be enabled for the user

- The web application must be within the user's scope.

Input Parameters

Parameter Description

verbose (boolean) A flag to indicate whether the list of tags associated with the
web application should be listed or not.
Example:

<pr ef erences>
<ver bose>t rue</verbose>
</ pref erences>

Sample - Search Web Application and view associated tags
Let us search for a web application and view tags associated with the web application.

API request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST" --data-
binary @ "https://qual ysapi.qualys.com gps/rest/3.0/search/was/webapp" <
file.xm

Note: “file.xml” contains the request POST data.

Request POST Data (file.xml):

<Servi ceRequest >
<pr ef erences>
<ver bose>true</ ver bose>
</ pr ef er ences>
<filters>
<Criteria field="nanme" operator="CONTAI NS">My Wb
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Application</Criteria>
</filters>
</ Servi ceRequest >

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
xsi : noNanespaceSchenalLocati on="htt ps://qual ysapi . qual ys. conf qps/ xsd/ 3. 0/ w
as/ webapp. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<hasMor eRecor ds>f al se</ hasMor eRecor ds>
<dat a>
<WebApp>
<i d>6620298</i d>
<nane>
<! [ COATAl MWy Wb Application]]>
</ nane>
<url >
<! [ CDATA[ htt p: / / www. exanpl e. con] ] >
<furl>
<owner >
<i d>1056860</i d>
</ owner >
<t ags>
<count >1</ count >
<list>
<Tag>
<i d>9029017</i d>
<nane>
<! [ CDATA[ TagWebappl] ] >
</ nane>
</ Tag>
</list>
</tags>
<cr eat edDat e>2017- 12- 15T16: 13: 06Z</ cr eat edDat e>
<updat edDat €>2018- 11- 19T04: 38: 08Z</ updat edDat e>
</ WebApp>
</ dat a>
</ Servi ceResponse>

XSD Update
Changes in webapp.xsd (.../qps/xsd/3.0/was/webapp.xsd).

<?xm version="1.0" encodi ng="UTF-8"?>
<xs:schema
xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schenma"
el ement For nDef aul t =" qual i fi ed">
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<xs: conpl exType name="Servi ceRequest Pr ef er ences" >

<xs:all>
<xs: el ement
<xs: el ement
<xs: el ement
<xs: el ement

</xs:all>

nane="start From d" type="xs:long" m nCccurs="0"/>
name="startFronOf fset" type="xs:int" mnCccurs="0"/>
nane="limtResul ts" type="xs:int" m nCccurs="0"/>
nane="ver bose" type="xs:bool ean" m nCccurs="0"/>

</ xs: conmpl exType>

</xs:all>

</ xs: conpl exType>

</ xs: schema>
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WAS: XSS Payloads Option for Standard Scans

API affected /qps/rest/3.0/create/was/optionprofile [POST]
/qps/rest/3.0/update/was/optionprofile/<id>
[POST]

New or Updated APIs Updated API
DTD or XSD changes Yes

You can now enable comprehensive tests for cross-site scripting vulnerabilities to be
executed during our standard scan using the new parameter in option profile. The
comprehensive tests includes XSS with exhaustive set of payloads including set of
standard payloads. Running a scan with XSS payloads option enabled in the detection
scope of standard scan will provide the best assurance that your web application is free
from XSS vulnerabilities. However, enabling this option leads to significant increase in the
scan time.

Permissions
- The user must have the WAS module enabled.
- The "API Access" and "Create Option Profile" permissions must be enabled for the user

- The web application must be within the user's scope.

Input Parameters

Parameter Description

enableXssPayloads A flag to indicate if XSS payloads should be enabled or disabled

(boolean) during the scan. If the flag is set to true, comprehensive tests
for cross-site scripting vulnerabilities are executed during the
scan
Example:

<det ecti on>
<det ect i onScope>CORE</ det ect i onScope>
<enabl eXssPayl oads>t r ue</ enabl eXssPayl oads>
</ det ecti on>
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Sample - Create an option profile with XSS payloads enabled

Let us create an option profile to launch a standard scan with comprehensive tests for
cross-site scripting vulnerabilities enabled.

APl request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST" --
dat abi nary@

"https://qual ysapi.qualys.conlgps/rest/3.0/create/was/optionprofile" <
file.xm

Note: “file.xml” contains the request POST data.

Request POST Data (file.xml):

<Servi ceRequest >
<dat a>
<OptionProfil e>
<name>Sanpl e Option Profile Wth XSS Payl oads</ name>
<det ecti on>
<det ecti onScope>CORE</ det ecti onScope>
<enabl eXssPayl oads>t r ue</ enabl eXssPayl oads>
</ detection>
</ OptionProfile>
</ dat a>
</ Servi ceRequest >

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_.Schena- i nst ance"
xsi : noNanespaceSchenalLocati on="htt ps://qual ysapi . qual ys. conf qps/ xsd/ 3. 0/ w
as/optionprofile.xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<OptionProfile>
<i d>81333</i d>
<name>
<! [ CDATA[ Launch Scan wi th XSS Payl oads enabl ed]] >
</ name>
<owner >
<i d>412791</i d>
<user nanme>user _j ohn</ user nane>
<first Name><![ CDATA[ John] ] ></fi r st Nane>
<l ast Nanme><! [ CDATA[ Doe] ] ></ | ast Nanme>
</ owner >
<i sDef aul t >f al se</i sDefaul t >
<t ags>
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<count >0</ count >
</tags>
<f or mSubni ssi on>BOTH</ f or nSubni ssi on>
<maxCr awl Request s>300</ maxCr awl Request s>
<t i meout Err or Threshol d>100</ ti meout Err or Thr eshol d>
<unexpect edErr or Thr eshol d>300</ unexpect edErr or Thr eshol d>
<par amet er Set >
<i d>0</i d>
<name>
<I[CDATA[ I nitial Paraneters]]>
</ name>
</ par anet er Set >
<i gnor eBi nar yFi | es>f al se</i gnor eBi naryFi | es>
<i ncl udeActi onUri | nFor m d>f al se</i ncl udeActi onUri | nForm d>
<enhancedCr awl i ng>f al se</ enhancedCrawl i ng>
<smart ScanSupport >f al se</ smart ScanSupport >
<per f or mance>LOW/ per f or mance>
<brut ef or ceOpti on>M NI MAL</ br ut ef or ceOpti on>
<det ecti on>
<det ecti onScope>CORE</ det ecti onScope>
<enabl eXssPayl| oads>t r ue</ enabl eXssPayl oads>
</ detection>
<coment s>
<count >0</ count >
</ comrent s>
<sensi ti veCont ent >
<cr edi t Car dNunber >f al se</ cr edi t Car dNunber >
<soci al Securi t yNunber >f al se</ soci al Securi t yNunber >
</ sensi tiveCont ent >
<cr eat edDat €>2019- 10- 04T11: 11: 59Z</ cr eat edDat e>
<cr eat edBy>
<owner >
<i d>412791</i d>
<user nane>user _j ohn</ user nane>
<firstName><! [ CDATA[ John] ] ></fi r st Name>
<l ast Name><! [ CDATA[ Doe] ] ></ | ast Nanme>
</ owner >
</ cr eat edBy>
<updat edDat e>2018- 07- 25T03: 45: 127</ updat edDat e>
<updat edBy>
<owner >
<i d>412791</i d>
<user nane>user _j ohn</ user name>
<first Name><! [ CDATA[ John] ] ></fi r st Name>
<l ast Nanme><! [ CDATA[ Doe] ] ></ | ast Nanme>
</ owner >
</ updat edBy>

</ OptionProfile>

</ dat a>
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</ Ser vi ceResponse>

Sample - Update an existing option profile to enable XSS payloads option
Let us update an existing option profile to enable the XSS payloads option.

API request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST" --

dat abi nary@

"https://qual ysapi.qual ys. coni gps/rest/ 3. 0/ updat e/ was/ opti onprofil e/ 16003
"< file.xm

Note: “file.xml” contains the request POST data.

Request POST Data (file.xml):

<Servi ceRequest >
<dat a>
<OptionProfile>
<name>Sanpl e Option Profile Wth XSS Payl oads</ nanme>
<det ecti on>
<det ect i onScope>CORE</ det ect i onScope>
<enabl eXssPayl oads>t r ue</ enabl eXssPayl oads>
</ detection>
</ OptionProfil e>
</ dat a>
</ Servi ceRequest >

XML output:

<?xm version="1.0" encodi ng="UTF-8""?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanespaceSchenalLocati on="htt ps://qual ysapi . qual ys. conf qps/ xsd/ 3. 0/ w
as/ optionprofile.xsd"
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<OptionProfile>
<i d>832265669</i d>
</ OptionProfil e>
</ dat a>
</ Servi ceResponse>
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XSD Update
Changes in optionprofile.xsd (.../qps/xsd/3.0/was/optionprofile.xsd).

<?xm version="1.0" encodi ng="UTF-8"?>
<xs: schema

xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schema"
el ement For nDef aul t =" qual i fi ed" >

<xs: el ement nane="enabl eXssPayl oads" type="xs: bool ean" m nCccurs="0"/>
</xs:all>

</ xs: conmpl exType>
</ xs: schena>
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WAS: New Groups for Information Gathered Issues

API affected /qps/rest/3.0/get/was/finding/<id> [GET]
New or Updated APIs Updated API
DTD or XSD changes Yes

Currently, all Information Gathered issues in WAS are clubbed together in the report. We
have now introduced two new groups for issues of type Information Gathered:

- Diagnostic IG (general information about the scan)
- Weakness IG (issues that are security weakness or conflict with best practices)

The response accordingly reflects to which group the issue belongs.

Permissions
- The user must have the WAS module enabled.
- The "API Access" permission must be enabled for the user

- The web application must be within the user's scope.

Sample - View details for the finding with IG groups

API request:

curl -n -u "USERNAME: PASSWORD'
"https://qual ysapi.qual ys. conl gps/rest/ 3.0/ get/was/finding/713223"

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanespaceSchenaLocati on="https://qual ysapi . qual ys. conf qps/ xsd/ 3. 0/ w
as/findi ng. xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<Fi ndi ng>
<i d>713223</i d>
<uni quel d>8c9c933f - 04f 1- f 77e- e053- 294f 2c0ab892</ uni quel d>
<qi d>150014</ qi d>
<nane>
<! [ CDATA[ Ext ernal Form Acti ons Di scovered]]>
</ name>
<t ype>l NFORVATI ON_GATHERED</ t ype>
<findi ngType>QUALYS</ fi ndi ngType>
<gr oup>l G_DI AG</ gr oup>
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<count >1</ count >

<list>
</tags>
</ webApp>
</ Fi ndi ng>
</ dat a>
</ Servi ceResponse>

XSD Update

Qualys Cloud Platform v2.x
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Changes in finding.xsd (.../qps/xsd/3.0/was/finding.xsd).

<?xm version="1.0" encodi ng="UTF-8"?>

<xs:schema

xm ns: xs="http://ww. w3. org/ 2001/ XM_Schema"
el ement For nDef aul t =" qual i fi ed">

<xs:el ement nane="group" m nCccurs="0">
<xs: si npl eType>
<xs:restriction base="xs:string">

<XS:
<XS:
<XS:
<XS:
<XS:
<XS:
<XS:
<XS:
<XS:
</ xs:restriction>

enuner at i
enuner at i
enuner ati
enuner ati
enunerati
enuner at i
enuner at i

on
on
on
on
on
on
on

enuneration
enumner ation

</ xs: sinmpl eType>

</ xs: el enent >

</xs:all>
</ xs: conpl exType>
</ xs: schema>
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WAS: Cancel Scan with Results Support for Scans

API affected /qps/rest/3.0/cancel/was/wasscan/<id> [POST]
New or Updated APIs Updated API
DTD or XSD changes Yes

Currently, canceling an unfinished scan on a web application which is in the user’s scope
does not return any results. We have now introduced a new parameter

<cancel W t hResul t s> that allows you to cancel the scan and still retain results. You can
use the scan ID and generate a report to view the results.

Permissions
- The user must have the WAS module enabled.
- The "API Access" and "Access WAS module" permission must be enabled for the user

- The web application must be within the user's scope.

Input Parameters

Parameter Description
<cancelWithResults> A flag to indicate if the scan to be canceled should retain
(boolean) partial scan results or not. The parameter is supported for

single scan, only child scan (but not parent scan).

We recommend you to use this parameter only after 20
minutes of scan goes into Running status.
Example:
<WasScan>

<cancel Wt hResul t s>true</ cancel Wt hResul t s>
</ WasScan>

Sample - Cancel Scan with CancelWithResults option

APl request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST" --data-
bi nary @
"https://qual ysapi.qual ys. coni gps/rest/ 3.0/ cancel / was/ wasscan/ 6620298"

Request POST Data (file.xml):

<Servi ceRequest >
<dat a>
<WasScan>
<cancel Wt hResul t s>t rue</ cancel Wt hResul t s>
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</ WAsScan>
</ dat a>
</ Servi ceRequest >

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
xsi : noNanespaceSchenalLocati on="htt ps://qual ysapi . qual ys. conf qps/ xsd/ 3. 0/ w
as/wasscan. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<dat a>
<WasScan>
<i d>6620298</i d>
</ WasScan>
</ dat a>
</ Servi ceResponse>

XSD Update
Changes in wasscan.xsd (.../qps/xsd/3.0/was/wasscan.xsd).

<?xm version="1.0" encodi ng="UTF-8"?>
<xs:schema
xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schenma"
el ement For nDef aul t =" qual i fi ed">

<xs:el ement nane="sendOneMil" type="xs:bool ean" default="fal se"
m nCccurs="0"/>
<xs: el ement name="enabl eWAFAut h" type="xs: bool ean" defaul t="fal se"
m nCccur s="0"/>
<xs: el ement nane="cancel Wt hResul ts" type="xs: bool ean" default="fal se"
m nCccur s="0"/ >

</ xs: schena>
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WAS: Scan Again Support for Scan API

API affected /qps/rest/3.0/scanagain/was/scan/<id> [POST]
New or Updated APIs Updated API
DTD or XSD changes No

We now provide the option to execute a previous scan again. Identify the scan you want to
run again and use scanagai n action. We'll do our best to pre-fill the scan settings to
match the original scan.

Permissions

- The user must have the WAS module enabled.

- The "API Access" and "Access WAS module" permission must be enabled for the user

- The web application must be within the user's scope.

Input Parameters

The element “id” (integer) is required, where “id” identifies the scan to be executed again.
You could optionally provide a new name for the scan as well.

Sample - Scan with Scanagain option

API request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST" --data-

bi nary @
"https://qual ysapi.qual ys. coni gps/rest/ 3. 0/ scanagai n/ was/ wasscan/ 4626354"

Request POST Data (file.xml):

<Servi ceRequest >
<dat a>
<WasScan>
<nanme>Sanpl e Scan Nane for Rescan</name>
</ WAsScan>
</ dat a>
</ Servi ceRequest >

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanespaceSchenalLocati on="htt ps://qual ysapi . qual ys. conl qps/ xsd/ 3. 0/ w
as/ wasscan. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count>1 </count>
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<dat a>
<WasScan>
<i d>4626354</i d>
</ WasScan>
</ dat a>
</ Servi ceResponse>
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