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Qualys Cloud Suite API gives you many ways to integrate your programs and API calls with
Qualys capabilities. You'll find all the details in our user guides, available at the time of
release. Just log in to your Qualys account and go to Help > Resources.

What’s New
AM API: Fetch GCP Instances Details

URL to the Qualys API Server

The Qualys API URL you should use for API requests depends on the Qualys platform
where your account is located.

Click here to identify your Qualys platform and get the API URL

This documentation uses the API gateway URL for Qualys US Platform 1
(https://gateway.qgl.apps.qualys.com) in sample API requests. If you're on another
platform, please replace this URL with the appropriate gateway URL for your account.
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AM API: Fetch GCP Instances Details

API affected /qps/rest/2.0/get/am/hostasset/<id>
/qps/rest/2.0/search/am/hostasset
/qps/rest/2.0/get/am/asset/<id>

New or Updated APIs Updated API
DTD or XSD changes No

We now support assets of type instances for Google Cloud Platform (GCP) cloud provider.
You can now fetch details or search for assets in GCP cloud using the unique identifier of
such instances which is the GCP instance Id. You need to specify the GCP Instance Id in
the request using the tracking method parameter and fetch the asset details. You could
also search for GCP instances using the GCP instance Id.

Permissions
- Managers with full scope.

- Other users must have requested asset in their scope and these permissions: Access
Permission “API Access” and Asset Management Permission “Read Asset”

Input Parameters

Parameter Description

trackingMethod AssetTrackingMethod: NONE, IP, DNSNAME, NETBIOS,
INSTANCE_ID, QAGENT, GCP_INSTANCE_ID (only for GCP
Instances)

Sample - Search for GCP instances

API request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST" --data-
bi nary @

"https://qual ysapi.qual ys. conl gps/rest/ 2.0/ search/ an hostasset/ ?fi el ds=id
,tracki ngMet hod" < file.xm

Note: “file.xml” contains the request POST data.

Reguest POST Data (file.xml):

<Servi ceRequest >
<filters>
<Criteria field="o0s" operator="EQALS">W ndows</Criteria>
<Criteria field="tracki ngMet hod"
oper at or =" EQUALS" >GCP_| NSTANCE I D</ Criteri a>
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</filters>
</ Servi ceRequest >

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_.Schena- i nst ance"
Xxsi : noNanespaceSchenalLocati on=="htt ps:// qual ysapi . qual ys. com gps/ xsd/ 2. 0/
anf host asset . xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<hasMor eRecor ds>t r ue</ hasMor eRecor ds>
<l ast1d>4813824</| ast | d>
<dat a>
<Host Asset >
<i d>4813824</i d>
<t racki ngMet hod>GCP_I NSTANCE_| D</ t r acki ngMet hod>
</ Host Asset >
</ dat a>
</ Servi ceResponse>

Sample - Get Host Asset Details

API request:

curl -n -u "USERNAME: PASSWORD"
"https://qual ysapi.qualys. conl gps/rest/ 2.0/ get/am host asset/4813824" <

XML output:

<?xm version="1.0" encodi ng="UTF-8""?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanespaceSchenalLocati on="http://qual ysapi . qual ys. conl/ qps/ xsd/ 2.0/ a
nm host asset . xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<Host Asset >
<i d>4813824</i d>
<nanme>hk-w n-t est </ nane>
<cr eat ed>2020- 05- 13T07: 05: 46Z</ cr eat ed>
<nodi fi ed>2020- 05- 19T07: 32: 03Z</ nodi fi ed>
<t ype>HOST</ t ype>
<t ags>
<list>
<TagSi npl e>
<i d>9911830</i d>
<nanme>CCE- Asset s- CV</ nane>
</ TagSi npl e>
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</list>
</tags>
<sour cel nf o>
<list>
<Asset Sour ce/ >
<CGcpAsset Sour ceSi npl e>
<asset | d>4813824</ asset | d>
<t ype>GCP</t ype>
<firstDi scovered>2020-05- 13T07: 05: 46Z</first Di scover ed>
<l ast Updat ed>2020- 05- 13TQO7: 05: 46Z</ | ast Updat ed>
<gcpl nst anceTags>
<t ags>
<list>
<CGcpTags>
<key>owner </ key>
<val ue>j ohn_doe</ val ue>
</ GcpTags>
<CGcpTags>
<key>t eanx/ key>
<val ue>cont r ol s</val ue>
</ GcpTags>
<GcpTags>
<key>depart ment </ key>
<val ue>banki ng</ val ue>
</ GcpTags>
</list>
</tags>
</ gcpl nst anceTags>
<i nstancel d>2413731662135968887</ i nst ancel d>
<host name>t est - host </ host nane>
<machi neType>nl- st andar d- 1</ nachi neType>
<zone>us-central 1-a</ zone>
<proj ect | dNo>ny-project-1111111111111</ proj ect | dNo>
<st at e>RUNNI NG</ st at e>
<proj ectld>ny-project-1111111111111</ proj ect | d>
<publ i cl pAddr ess>35. 234. 37. 120</ publ i cl pAddr ess>
<privat el pAddress>10. 128. 0. 57</ pri vat el pAddr ess>
</ GcpAsset Sour ceSi mpl e>
</list>
</ sour cel nf o>
<dnsHost Nane>t est _w n</ dnsHost Nane>
<addr ess>35. 234. 38. 120</ addr ess>
<t racki ngMet hod>GCP_I NSTANCE_| D</t r acki ngMet hod>
<nodel >nl- st andar d- 1</ nodel >
<net wor kl nt er f ace>
<list>
<Host Asset I nterface>

</ Host Asset >
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</ dat a>
</ Ser vi ceResponse>

Sample - Get details of asset (GCP Instances)

API request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST" --data-
bi nary @
"https://qual ysapi.qual ys.conl gps/rest/ 2.0/ get/anf asset/ <asset|d>"

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schenma- i nst ance"
xsi : noNanespaceSchenaLocati on="http://qual ysapi . qual ys. coni qps/ xsd/ 3. 0/ wa
s/ webapp. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<Asset >
<i d>4813824</i d>
<nane>hk- wi n-t est </ nane>
<cr eat ed>2020- 05- 13T07: 05: 46Z</ cr eat ed>
<nodi f i ed>2020- 05- 25T11: 59: 03Z</ nodi fi ed>
<t ype>HOST</t ype>
<sour cel nf o>
<list>
<Asset Sour ce/ >
<CGcpAsset Sour ceSi npl e>
<asset | d>4813824</ asset | d>
<t ype>GCP</t ype>
<firstDi scovered>2020-05- 13T07: 05: 46Z</fi rst Di scover ed>
<l ast Updat ed>2020- 05- 13TO7: 05: 46Z</ | ast Updat ed>
<i nstancel d>2413731662135968887</i nst ancel d>
<host nane>hk- wi n-t est </ host nane>
<machi neType>nl- st andar d- 1</ nachi neType>
<zone>us-central 1- a</ zone>
<proj ectl dNo>ny-project-1111111111111</ proj ect | dNo>
<st at e>RUNNI NG</ st at e>
<projectld>ny-project-1111111111111</ proj ect | d>
<publ i cl pAddr ess>35. 232. 37. 120</ publ i cl pAddr ess>
<privat el pAddress>10. 128. 0. 57</ pri vat el pAddr ess>
</ GcpAsset Sour ceSi npl e>

</list>
</ sour cel nf o>
</ Asset >
</ dat a>

</ Servi ceResponse>
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