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AM API: Details for Azure Assets

API affected /qps/rest/2.0/get/am/hostasset/<id>
/qps/rest/2.0/search/am/hostasset

New or Updated APIs Updated API
DTD or XSD changes No

We have enhanced search for Microsoft Azure VM instances with the new parameters that
we have introduced. Using the new inputs parameters, you can refine your search criteria
for VM instances.

For example, you can now search for VM instances with a specific state or location or
associated with a particular subscription Id.

Permissions
- Managers with full scope.

- Other users must have requested asset in their scope and these permissions: Access
Permission “API Access” and Asset Management Permission “Read Asset”



Qualys Cloud Platform v3.x
AM API: Details for Azure Assets

Input Parameters

Parameter Description

Azure Assets

vmlId (text) The ID of your VM instance.

subscriptionld (text) Your unique Microsoft Azure subscription ID.
location (text) Specify the location code for the Azure region.

For example, centralindia, westus2.

state VM (keyword) The Instance state. You can specify one of the
following states:STARTING, RUNNING, STOPPING, STOPPED,
DEALLOCATED, DEALLOCATING, DELETED.

subnet (text) ID of the subnet where your VM instance is located
(when Azure VPC is used).

resourceGroup (text) Type of the resource group to which the VM instance
belongs.

resourceGroupName (text) Name of the resource group type to which the VM
instance belongs.

privatelpAddress (text) The private IP address of the VM instance.

publiclpAddress (text) The public IP address of the VM instance.

azureTagKey (text) VM instance tags. For example, Owner, Department,
Email, Lifecycle, Name, etc.

azureTagValue (text) Values for the VM instance tag keys.

imageOffer (text) Image offer of the VM instance.

imageVersion (text) Image version of the VM instance.

Sample - Search for Azure VM instances with certain VM Id
APl request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST" --data-
binary @ "https://qual ysapi.qual ys. conl gps/rest/ 2.0/ search/anf host asset ™"
< file.xm

Note: “file.xml” contains the request POST data.

Request POST Data (file.xml):

<Servi ceRequest >
<filters>
<Criteria field="vm d" operator="EQUALS">399af 5dc- c32a- 4c40- 95a5-
c6ed0e786430</Criteria>
</filters>
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</ Servi ceRequest >

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xsi : noNanespaceSchemalLocati on=="htt ps:// qual ysapi . qual ys. com gps/ xsd/ 2. 0/
anf host asset . xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<hasMor eRecor ds>f al se</ hasMor eRecor ds>
<dat a>
<Host Asset >
<i d>2687821</i d>
<name>user _j ohn</ name>
<creat ed>2019- 10- 31T22: 26: 46Z</ cr eat ed>
<nmodi fi ed>2020- 06- 08T23: 51: 19Z</ nodi f i ed>
<t ype>HOST</ t ype>
<sour cel nf o>
<list>
<list>
<Azur eAsset Sour ceSi nmpl e>
<asset 1 d>15057804</ asset | d>
<t ype>AZURE</ t ype>
<firstDi scovered>2020-07-01TO00: 04: 05Z</fi r st Di scover ed>
<l ast Updat ed>2020- 07- 14T07: 01: 54Z</ | ast Updat ed>
<azur eVnirags>
<t ags>
<list/>
</tags>
</ azur eVnirags>
<name>John Doe</ name>
<l ocation>central us</I| ocati on>
<vntSi ze>St andar d_D2</ vnfi ze>
<vm d>399af 5dc- c32a- 4c40- 95a5- c6ed0e786430</ v d>
<of f er >W ndows- 10</ of f er >
<st at e>DEALLOCATED</ st at e>
<publ i sher >M cr osof t W ndowsDeskt op</ publ i sher >
<ver si on>| at est </ ver si on>
<osType>W ndows</ osType>
<subnet >def aul t </ subnet >
<subscri pti onl d>XXXKXX- XXXX- XXXK- XXXX-
XXXXXXXXXXXX</ subscri ptionl d>
<r esour ceG oupName>sanpl e_r esour ce</ r esour ceG oupNane>
<macAddr ess>00- 0D- 3A- 3F- 73- D1</ macAddr ess>
<privat el pAddr ess>10. 4. 8. 4</ pri vat el pAddr ess>
</ Azur eAsset Sour ceSi npl e>
</list>
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</ Ser vi ceResponse>

Sample - Search for Azure VM instances with specific state

API request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST" --data-
binary @ "https://qual ysapi.qual ys. conl gps/rest/2.0/search/ anf host asset™"
< file.xm

Note: “file.xml” contains the request POST data.

Request POST Data (file.xml):

<Servi ceRequest >
<filters>
<Criteria field="state" operator="EQUALS"' >DEALLOCATED</Criteria>
</[filters>
</ Servi ceRequest >

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanespaceSchenmalLocat i on=="htt ps:// qual ysapi . qual ys. com gps/ xsd/ 2. 0/
am host asset . xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >9</ count >
<hasMor eRecor ds>f al se</ hasMor eRecor ds>
<dat a>
<Host Asset >
<i d>2584223</i d>
<nane>user _j ohn</ nane>
<cr eat ed>2019- 03- 04T13: 12: 30Z</ cr eat ed>
<nodi fi ed>2019- 03- 07T13: 37: 02Z</ nodi f i ed>
<t ype>HOST</ t ype>
<t ags>
<list>
<TagSi npl e>
<i d>7517812</i d>
<nanme>Sanpl e Tag</ name>
</ TagSi npl e>
</[list>
</tags>
<sour cel nf o>
<list>
<Azur eAsset Sour ceSi nmpl e>
<asset | d>2545223</ asset | d>
<t ype>AZURE</ t ype>
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<firstDi scovered>2019-03-04T13: 13: 59z</fi r st Di scover ed>
<l ast Updat ed>2019- 05- 09T08: 51: 37Z</ | ast Updat ed>
<azur eVniTags>
<t ags>
<list>
<Azur eTags>
<key>Owner </ key>
<val ue>John</ val ue>
</ Azur eTags>
</[list>
</tags>
</ azur eVnirags>
<nane>sanpl e_r esour ce</ nane>
<l ocati on>centralindi a</| ocati on>
<vnSi ze>St andar d_Bls</ vnti ze>
<vml d>d021a491- 482a- 4d3c- 84bb- 27b21a681el13</ vm d>
<of f er >Cent OS</ of f er >
<st at e>DEALLOCATED</ st at e>
<publ i sher >OpenLogi c</ publ i sher >
<ver si on>| at est </ ver si on>
<osType>Li nux</ osType>
<subnet >def aul t </ subnet >
<subscri pti onl d>XXXXXXXX- XXXX- XXXXK- XXXX-
XXXXKXXXXXXXX</ subscri ptionl d>
<resour ceG oupNanme>sanpl e_r esour ce_gr oup_nane</ r esour ceG oupNane>
<privatel pAddress>172. 17. 1. 5</ pri vat el pAddr ess>
</ Azur eAsset Sour ceSi npl e>
</list>
</ sour cel nf o>
<gwebHost | d>41049</ qwebHost | d>
<f qdn>sanpl e_r esour ce_f qdn</ f gdn>
<os>Li nux</ os>
<dnsHost Nane>sanpl e_r esour ce_dns</ dnsHost Nane>
<t racki nghvet hod>VI RTUAL_MACHI NE_I D</ t r acki ngMet hod>
<net wor kI nt er f ace>
<list>
<Host Asset I nt er f ace>
<t ype>PRI VATE</ t ype>
<addr ess>172. 16. 1. 4</ addr ess>
</ Host Asset | nterf ace>
</list>
</ networ kl nterface>
<i sDocker Host >f al se</i sDocker Host >
</ Host Asset >

</ dat a>
</ Servi ceResponse>
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Sample - Search for Azure VM instances with certain state criteria
API request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST" --data-
binary @ "https://qual ysapi.qualys. conigps/rest/2.0/search/anf hostasset™
< file.xm

Note: “file.xml” contains the request POST data.

Request POST Data (file.xml):

<Servi ceRequest >
<filters>
<Criteria field="state" operator="NOT
EQUALS" >deal | ocated</Criteri a>
<Criteria field="state" operator="NOT EQUALS">runni ng</Criteria>
</[filters>
</ Servi ceRequest >

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanespaceSchenmalLocat i on=="htt ps:// qual ysapi . qual ys. com gps/ xsd/ 2. 0/
am host asset . xsd" >
<r esponseCode>SUCCESS</ r esponseCode>

</ azur eVnirags>
<name>ppW n2019</ nane>
<l ocati on>east us</| ocati on>
<vnSi ze>St andar d_Blns</ vnf5i ze>
<vml d>39774deb- 387e- 496d- bd2b- 5f 1217254c51</ vm d>
<of f er >W ndowsSer ver </ of f er >
<st at e>DELETED</ st at e>
<publ i sher >M cr osof t W ndows Ser ver </ publ i sher >
<ver si on>| at est </ ver si on>
<osType>W ndows</ osType>
<subnet >def aul t </ subnet >
<subscri pti onl d>XXXKK- XXXX- XXXK- XXXXK-
XXXXXXXXXXXX</ subscri ptionl d>
<r esour ceG oupName>ppr g01</r esour ceG oupNane>
<macAddr ess>00- 0D- 3A- 9B- 3E- C4</ macAddr ess>
<publ i cl pAddr ess>52. 152. 137. 61</ publ i cl pAddr ess>
<privat el pAddress>172. 16. 4. 4</ pri vat el pAddr ess>
</ Azur eAsset Sour ceSi npl e>

<name>AnyP01li a79W n</ name>
<l ocati on>east us</| ocati on>
<vnSi ze>St andar d_D2s_v3</ vnti ze>
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<vml d>445d095d- f 82f - 4f de- 9dac- 9681d132f eOc</ vm d>
<of f er >W ndows- 10</ of f er >
<st at e>DELETED</ st at e>
<publ i sher >M cr osof t W ndowsDeskt op</ publ i sher >
<ver si on>| at est </ ver si on>
<osType>W ndows</ osType>
<subnet >subnet - 2849</ subnet >
<subscri pti onl d>XXXKXX- XXXX- XXXK- XXXX-
XXXKXXKXXXXX</ subscri ptionl d>
<r esour ceG oupNane>Def aul t Resour ceG oup-
EUS</ r esour ceG oupNanme>
<macAddr ess>00- 0D- 3A- 54- CE- E9</ macAddr ess>
<privat el pAddr ess>10. 95. 0. 150</ pri vat el pAddr ess>
</ Azur eAsset Sour ceSi npl e>

</ Servi ceResponse>

Sample - Search for Azure VM instances with specific subscription Id

API request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST" --data-
binary @ "https://qual ysapi.qualys. conlgps/rest/2.0/search/an hostasset™
< file.xm

Note: “file.xml” contains the request POST data.

Reguest POST Data (file.xml):

<Servi ceRequest >
<filters>
<Criteria field="subscriptionld" operator="EQIALS">9de9ela7-
4f 67- 4812-917d- 2246853844el</Criteri a>
<Criteria field="state" operator="EQUALS">DELETED</Criteria>
</[filters>
</ Servi ceRequest >

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>

<Servi ceResponse xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
xsi : noNanespaceSchenmalLocati on=="htt ps:// qual ysapi . qual ys. com gps/ xsd/ 2. 0/
am host asset . xsd" >

<r esponseCode>SUCCESS</ r esponseCode>

</ Servi ceResponse>
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Sample - Search for Azure VM instances with specific location
API request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST" --data-
binary @ "https://qual ysapi.qualys. conigps/rest/2.0/search/anf hostasset™
< file.xm

Note: “file.xml” contains the request POST data.

Request POST Data (file.xml):

<Servi ceRequest >
<filters>
<Criteria field="location" operator="EQIALS">centralindia</Criteria>
</filters>
</ Servi ceRequest >

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_.Schena- i nst ance"
xsi : noNanespaceSchenalLocati on=="htt ps:// qual ysapi . qual ys. com gps/ xsd/ 2. 0/
anif host asset . xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >12</ count >
<hasMor eRecor ds>f al se</ hasMor eRecor ds>
<dat a>
<Host Asset >
<i d>2584219</i d>
<name>sanpl e_r esour ce</ nane>
<cr eat ed>2019- 03-04T13: 12: 31Z</ cr eat ed>
<nodi fi ed>2019- 05- 07T16: 51: 42Z</ nodi fi ed>

</ azur eVnirags>
<nane>sanpl e_r esour ce</ nane>
<l ocati on>centralindia</I| ocati on>
<vnSi ze>St andar d_Bls</ vnfi ze>
<vm d>190839b8- 4331- 460e- b876- f 565a063f ddc</ vl d>
<of f er >W ndows Ser ver </ of f er >
<st at e>DELETED</ st at e>
<publ i sher >M cr osof t W ndowsSer ver </ publ i sher >
<ver si on>| at est </ ver si on>
<osType>W ndows</ osType>
<subnet >def aul t </ subnet >
<subscri pti onl d>XXXKK- XXXX- XXXK- XXXXK-
XXXXXXXXXXXX</ subscri ptionl d>
</ dat a>
</ Ser vi ceResponse>
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CA API: Support for Security Analytics (SA) module

API affected /qps/rest/2.0/activate/am/asset/
/qps/rest/2.0/deactivate/am/asset/
/qps/rest/1.0/create/ca/agentactkey/

New or Updated APIs No
DTD or XSD changes No

With this release, you can activate or deactivate agents for Security Analytics (SA) module,
create agent key for SA using APIs in Cloud Agent. A new value for nodul es parameter is
introduced for SA module - "AGENT_SA".

Permissions

- You must have the subscribed Log Collector to activate, deactivate agents or to create
agent key for SA.

Sample - Activate single agent for SA module

API request:
curl -u fo_usernane: password - X POST -H "Content-Type: text/xm" -H "X-

Requested-Wth: curl" --data-binary @ingle_activation.xn
"https://qual ysapi.qual ys. conl gps/rest/ 2.0/ activate/ am asset/5808297?nodu
| e=AGENT_SA"

Note: “file.xm” contains the request POST data.

Contents of single activation.xml

<?xm version="1.0" encodi ng="UTF-8" ?> <Servi ceRequest >
</ Servi ceRequest >

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xsi : noNanespaceSchenmalLocati on="htt ps://qual ysapi . qual ys. conf qps/ xsd/ 2. 0/ a
nl asset . xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<Asset >
<i d>5808297</i d>
<nanme>qubul404spp4</ nanme>
<creat ed>2018- 06- 22T11: 45: 38Z</ cr eat ed>
<nodi fi ed>2018-07-21T21: 14: 26Z</ nodi f i ed>
<t ype>HOST</ t ype>

10
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<t ags>
<list>
<TagSi npl e>
<i d>1835835</i d>
<name>Tag nane 1</ nane>
</ TagSi npl e>
<TagSi npl e>
<i d>2327817</i d>
<nanme>Tag nane 2</nane>
</ TagSi npl e>
<TagSi npl e>
<i d>1828415</i d>
<nanme>Cl oud Agent </ nane>
</ TagSi mpl e>
<TagSi npl e>
<i d>2079439</i d>
<nanme>Tag nane 3</nane>
</ TagSi npl e>
<TagSi npl e>
<i d>1855817</i d>
<nanme>Tag nane 4</nane>
</ TagSi npl e>
</list>
</tags>
<sour cel nf o>
<list>
<Asset Sour ce/ >
</list>
</ sour cel nf o>
</ Asset >

</ dat a>
</ Ser vi ceResponse>
Sample - Deactivate single agent for SA module
API request:

curl -u fo_usernane: password - X POST -H "Content-Type: text/xm" --data-
bi nary @i ngl e_deactivation. xm

"https://qual ysapi.qual ys.coni gps/rest/ 2.0/ deactivate/ anf asset/5214017?no
dul e=AGENT_SA"

Note: “file.xm” contains the request POST data.

Contents of single deactivation.xml:

<?xm version="1.0" encodi ng="UTF-8" ?> <Servi ceRequest >
</ Servi ceRequest >

11
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XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xsi : noNanespaceSchenaLocati on="htt ps://qual ysapi . qual ys. com qps/ xsd/ 2. 0/ a
n asset . xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<Asset >
<i d>5214017</i d>
<name>113080- T450</ name>
<creat ed>2017- 04- 12T07: 23: 41Z</ cr eat ed>
<nodi fi ed>2017- 04- 19T07: 07: 12Z</ nodi fi ed>
<t ype>HOST</t ype>
<t ags>
<list>
<TagSi npl e>
<i d>7584632</i d>
<name>Cl oud Agent </ nane>
</ TagSi npl e>
</list>
</tags>
<sour cel nf o>
<list>
<Asset Sour ce/ >
</list>
</ sour cel nf 0>
</ Asset >
</ dat a>
</ Servi ceResponse>
</ Servi ceResponse>

Sample - Bulk activation of SA module with different search filter

API request:
curl -u fo_usernane: password - X POST -H "Content-Type: text/xm" -H

"Cache-Control : no-cache" --data-binary @ctivate_all_agents. xm
"https://qual ysapi.qualys. conlgps/rest/2.0/activate/ am asset ?nodul e=AGENT
SA"

Note: “file.xm” contains the request POST data.

Contents of activate all agents.xml:

<?xm version="1.0" encodi ng="UTF-8" ?>
<Servi ceRequest >
<filters>
<Criteria field="tagName" operator="EQUALS">C oud

12



Qualys Cloud Platform v3.x
CA APIL: Support for Security Analytics (SA) module

Agent</Criteria>
</filters>
</ Servi ceRequest >

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
Xsi : noNanespaceSchenalLocati on="htt ps://qual ysapi . qual ys. conf qps/ xsd/ 2.0/ a
n asset . xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >3</ count >
<dat a>
<Asset >
<i d>712038</i d>
<nane>192. 168. 1. 12</ nane>
<cr eat ed>2014- 06- 18T16: 54: 50Z</ cr eat ed>
<nodi fi ed>2014- 06- 18T16: 54: 51Z</ nodi fi ed>
<t ype>HOST</ t ype>
<t ags>
<list>
<TagSi npl e>
<i d>509525</i d>
<nanme>Cl oud Agent </ nane>
</ TagSi npl e>
</list>
</tags>
<sour cel nf o>
<list>
<Asset Sour ce/ >
</list>
</ sour cel nf 0>
</ Asset >
<Asset >
<i d>2532638</i d>
<nanme>10. 40. 2. 176</ nane>
<cr eat ed>2015- 04- 17T13: 32: 48Z</ cr eat ed>
<nodi fi ed>2015- 05- 14T14: 06: 03Z</ nodi fi ed>
<t ype>HOST</ t ype>
<t ags>
<list>
<TagSi npl e>
<i d>509525</i d>
<nanme>Cl oud Agent </ name>
</ TagSi npl e>
</list>
</tags>
<sour cel nf o>
<list>

13
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<Asset Sour ce/ >

</list>
</ sour cel nf 0>
</ Asset >
<Asset >

<i d>2532838</i d>
<name>| ocal | P agent </ name>
<creat ed>2017- 04- 19T13: 52: 08Z</ cr eat ed>
<nodi fi ed>2018- 02- 05T12: 26: 48Z</ nodi f i ed>
<t ype>HOST</ t ype>
<t ags>
<list>
<TagSi npl e>
<i d>509525</i d>
<nane>Cl oud Agent </ nane>
</ TagSi npl e>
<TagSi npl e>
<i d>217325</i d>
<nane>Agent </ nanme>

</ TagSi npl e>
</list>
</tags>
<sour cel nf o>
<list>
<Asset Sour ce/ >
</list>
</ sour cel nf o>
</ Asset >

</ dat a>
</ Servi ceResponse>

Sample - Bulk deactivation of SA module with different search filter

API request:
curl -u fo_usernane: password - X POST -H "Content-Type: text/xm" -H

"Cache-Control: no-cache" --data-binary @leactivate_all _agents. xm
"https://qual ysapi.qualys. conl gps/rest/ 2.0/ deacti vat e/ anf asset ?nodul e=ACE
NT_SA"

Note: “file.xm” contains the request POST dat a.

Contents of deactivate all agents.xml:

<?xm version="1.0" encodi ng="UTF-8" ?>
<Servi ceRequest >
<filters>
<Criteria field="tagName" operator="EQJALS">C oud
Agent</Criteria>

14
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</filters>
</ Servi ceRequest >

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_.Schena- i nst ance"
xsi : noNanespaceSchenalLocati on="htt ps://qual ysapi . qual ys. conf qps/ xsd/ 2. 0/ a
nl asset . xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >3</ count >
<dat a>
<Asset >
<i d>712038</i d>
<nane>192. 168. 1. 12</ name>
<cr eat ed>2018- 06- 18T16: 54: 50Z</ cr eat ed>
<nodi fi ed>2018- 06- 18T16: 54: 51Z</ nodi fi ed>
<t ype>HOST</ t ype>
<t ags>
<list>
<TagSi npl e>
<i d>509525</i d>
<nanme>Cl oud Agent </ nane>
</ TagSi npl e>
</list>
</tags>
<sour cel nf o>
<list>
<Asset Sour ce/ >
</list>
</ sour cel nf o>
</ Asset >
<Asset >
<i d>2532638</i d>
<nanme>10. 40. 2. 176</ nane>
<creat ed>2018-04-17T13: 32: 48Z</ cr eat ed>
<nodi f i ed>2018- 05- 14T14: 06: 03Z</ nodi fi ed>
<t ype>HOST</ t ype>
<t ags>
<list>
<TagSi npl e>
<i d>509525</i d>
<nanme>Cl oud Agent </ nanme>
</ TagSi npl e>
</list>
</tags>
<sour cel nf o>
<list>
<Asset Sour ce/ >
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</list>
</ sour cel nf o>
</ Asset >
<Asset >

<i d>2532838</i d>

<nanme>l ocal | P agent </ nane>

<creat ed>2017-04- 19T13: 52: 08Z</ cr eat ed>
<nodi fi ed>2018- 02- 05T12: 26: 48Z</ nodi fi ed>
<t ype>HOST</ t ype>

<t ags>
<list>
<TagSi npl e>
<i d>509525</i d>
<nane>Cl oud Agent </ nane>
</ TagSi npl e>
<TagSi npl e>
<i d>217325</i d>
<nane>Agent </ name>
</ TagSi npl e>
</[list>
</tags>
<sour cel nf 0>
<list>
<Asset Sour ce/ >
</[list>
</ sour cel nf 0>
</ Asset >

</ dat a>
</ Servi ceResponse>

Sample - Activate agent on multiple modules

API request:

curl -u fo_usernane: password - X POST -H "Content-Type: text/xm" -H "X-
Requested-Wth: curl" --data-binary @ingle_activation.xn

"https://qual ysapi.qual ys.conigps/rest/2.0/activate/ am asset/5808297?nodu
| e=AGENT_SA, AGENT_VM ACGENT_PC"

Note: “file.xm” contains the request POST dat a.

Contents of single_activation.xml

<?xm version="1.0" encodi ng="UTF-8" ?> <Servi ceRequest >
</ Ser vi ceRequest >
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XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanespaceSchenaLocati on="https://qual ysapi . qual ys. conf qps/ xsd/ 2. 0/ a
nf asset . xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >

<dat a>
<Asset >
<i d>5808297</i d>
<name>qubul404spp4</ name>
<creat ed>2018- 06- 22T11: 45: 38Z</ cr eat ed>
<nmodi fi ed>2018-07-21T21: 14: 26Z</ nodi fi ed>
<t ype>HOST</ t ype>
<t ags>
<list>
<TagSi npl e>
<i d>1835835</i d>
<nanme>Tag nane 1</nane>
</ TagSi npl e>
<TagSi npl e>
<i d>2327817</i d>
<nane>Tag nane 2</nane>
</ TagSi npl e>
<TagSi npl e>
<i d>1828415</i d>
<nanme>Cl oud Agent </ nane>
</ TagSi nmpl e>
<TagSi npl e>
<i d>2079439</i d>
<nanme>Tag nane 3</nane>
</ TagSi npl e>
<TagSi npl e>
<i d>1855817</i d>
<nane>Tag nane 4</nane>
</ TagSi npl e>
</list>
</tags>
<sour cel nf o>
<list>
<Asset Sour ce/ >
</list>
</ sour cel nf o>
</ Asset >
</ dat a>

</ Ser vi ceResponse>
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Sample - Deactivate agent on multiple modules

API request:

curl -u fo_usernane: password - X POST -H "Content-Type: text/xm" --data-
bi nary @i ngl e_deactivati on. xn

"https://qual ysapi.qual ys. coni gps/rest/2. 0/ deactivate/ anf asset/5214017?np
dul e=AGENT_SA, AGENT_VM'

Note: “file.xm” contains the request POST data

Contents of single_deactivation.xml:

<?xm version="1.0" encodi ng="UTF-8" ?> <Servi ceRequest >
</ Ser vi ceRequest >

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
xsi : noNanespaceSchenalLocati on="htt ps://qual ysapi . qual ys. conf qps/ xsd/ 2. 0/ a
nl asset . xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<Asset >
<i d>5214017</i d>
<nane>113080- T450</ nanme>
<creat ed>2017-04-12T07: 23: 41Z</ cr eat ed>
<nodi fi ed>2017- 04- 19T07: 07: 12Z</ nodi fi ed>
<t ype>HOST</ t ype>
<t ags>
<list>
<TagSi npl e>
<i d>7584632</i d>
<name>Cl oud Agent </ nane>
</ TagSi npl e>
</list>
</tags>
<sour cel nf 0>
<list>
<Asset Sour ce/ >
</list>
</ sour cel nf 0>
</ Asset >
</ dat a>
</ Servi ceResponse>
</ Servi ceResponse>
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Sample - Create agent activation key for SA

API request:

curl -X POST -H "Content-Type: text/xm" -H "X-Requested-Wth: curl" -H
"Aut hori zati on: Basic AbcdAbcdAbcdAbcdAbcd” -H "Cxml " -H "Cache-Control:
no- cache" --data-binary @ey_create.xnl

"https://qual ysapi.qual ys.conlgps/rest/1.0/createl/cal agent act key/"

Note: “key_create.xm” contains the request POST data.

Contents of key_create.xml:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceRequest >
<dat a>
<Agent Act Key>
<title>exanple create fromapi</title>
<count Pur chased>0</ count Pur chased>
<expi reDat e>2016- 12- 05T23: 05: 42Z</ expi r eDat e>
<t ype>UNLI M TED</ t ype>
<nodul es>
<list>
<Acti vati onKeyModul e>
<l i cense>SA</I|icense>
</ Acti vat i onKeyMdul e>
</list>
</ nodul es>
<t ags>
<list>
<Tag>
<i d>522325</i d>
<nanme>Tenp Tag</ nanme>
</ Tag>
</list>
</tags>
<agent s>
<list/>
</ agent s>
</ Agent Act Key>
</ dat a>
</ Servi ceRequest >
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XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xsi : noNanespaceSchenaLocati on="htt ps://qual ysapi . qual ys. con gps/ xsd/ 1. 0/ c
a/ agent act key. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<Agent Act Key>
<i d>59001</i d>
<acti vati onKey>548ec9eb- 9ee4- 45d9- aa2f - f 3083983bf 3c</ acti vati onKey>
<st at us>ACTI VE</ st at us>
<count Pur chased>0</ count Pur chased>
<count Used>0</ count Used>
<dat ePur chased>2016- 09- 07T14: 48: 15Z</ dat ePur chased>
<t ype>UNLI M TED</ t ype>
<title>exanple key create fromapi</title>
<i sDi sabl ed>f al se</i sDi sabl ed>
<nmodul es>
<list>
<Acti vat i onKeyMbdul e>
<l i cense>SA</|i cense>
</ Acti vat i onKeyMdul e>
</list>
</ nodul es>
<t ags>
<list>
<Tag>
<i d>522325</i d>
<name>Tenp Tag</ nanme>
</ Tag>
</list>
</tags>
<agent s>
<list/>
</ agent s>
</ Agent Act Key>
</ dat a>
</ Servi ceResponse>
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